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QUESTION 1

A company has discovered unauthorized devices are using its WiFi network, and it wants to harden the access point to
improve security. Which f the following configuration should an analysis enable To improve security? (Select TWO.)

A. RADIUS

B. PEAP

C. WPS

D. WEP-EKIP

E. SSL

F. WPA2-PSK

Correct Answer: AF

WPA2-PSK: WPA works using discrete modes for enterprise and personal use.

The most recent enterprise mode, WPA-EAP, uses a stringent 802.1x authentication.

The latest personal mode, WPA-PSK, uses Simultaneous Authentication of Equals (SAE) to create a secure
handshake.

QUESTION 2

A company has drafted an insider-threat policy that prohibits the use of external storage devices. Which of the following
would BEST protect the company from data exfiltration via removable media?

A. Monitoring large data transfer transactions in the firewall logs

B. Developing mandatory training to educate employees about the removable media policy
C. Implementing a group policy to block user access to system files

D. Blocking removable-media devices and write capabilities using a host-based security tool

Correct Answer: D

QUESTION 3

Which of the following would be the best way to block unknown programs from executing?
A. Access control list

B. Application allow list

C. Host-based firewall
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D. DLP solution

Correct Answer: B

Application allow list (Application Whitelisting): Application allow listing is a security approach that allows only approved
or known applications to run on a system while blocking all others. Unknown or unapproved programs are automatically

prevented from executing. It is an effective method for blocking the execution of unauthorized or unknown software and
can help prevent malware and unauthorized applications from running on a system.

QUESTION 4

Which of the following Gieuster recovery tests ie the LEAST time coneuntng for tie easier recovery tearm?
A. Tabletop

B. Parallel

C. Full interruption

D. Simulation

Correct Answer: A

QUESTION 5

A Chief Security Officer is looking for a solution that can reduce the occurrence of customers receiving errors from back-
end infrastructure when systems go offline unexpectedly. The security architect would like the solution to help maintain
session persistence.

Which of the following would BEST meet the requirements?

A. Reverse proxy

B. NIC teaming

C. Load balancer

D. Forward proxy

Correct Answer: C

Load Balancer can provide below functions:

1.

Not to send to the offlined systems with active monitoring.

2.

Have persistence settings
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