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QUESTION 1

An engineer wants to access sensitive data from a corporate-owned mobile device. Personal data is not allowed on the
device. Which of the following MDM configurations must be considered when the engineer travels for business? 

A. Screen locks 

B. Application management 

C. Geofencing 

D. Containerization 

Correct Answer: A 

" access sensitive data from a corporate-owned mobile device" screen locks is MORE important that geofencing in this
case.. 

 

QUESTION 2

A company just developed a new web application for a government agency. The application must be assessed and
authorized prior to being deployed. Which of the following is required to assess the vulnerabilities resident in the
application? 

A. Repository transaction logs 

B. Common Vulnerabilities and Exposures 

C. Static code analysis 

D. Non-credentialed scans 

Correct Answer: C 

Its a newly Developed application. no CVEs exist. 

 

QUESTION 3

A security engineer at an offline government facility is concerned about the validity of an SSL certificate. The engineer
wants to perform the fastest check with the least delay to determine if the certificate has been revoked. Which of the
following would BEST meet these requirements? 

A. RA 

B. OCSP 

C. CRL 

D. CSR 

Correct Answer: C 
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OCSP is quicker that CRL 

 

QUESTION 4

An organization suffered numerous multiday power outages at its current location. The Chief Executive Officer wants to
create a disaster recovery strategy to resolve this issue. Which of the following options offer low-cost solutions?
(Choose two.) 

A. Warm site 

B. Generator 

C. Hot site 

D. Cold site 

E. Cloud backups 

F. UPS 

Correct Answer: BF 

 

QUESTION 5

Which of the following describes where an attacker can purchase DDoS or ransomware services? 

A. Threat intelligence 

B. Open-source intelligence 

C. Vulnerability database 

D. Dark web 

Correct Answer: D 

The best option to describe where an attacker can purchase DDoS or ransomware services is the dark web. The dark
web is an anonymous, untraceable part of the internet where a variety of illicit activities take place, including the
purchase of DDoS and ransomware services. According to the CompTIA Security+ SY0-601 Official Text Book,
attackers can purchase these services anonymously and without the risk of detection or attribution. Additionally, the text
book recommends that organizations monitor the dark web to detect any possible threats or malicious activity. 
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