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QUESTION 1

A spoofed identity was detected for a digital certificate. Which of the following are the type of unidentified key and the
certificate mat could be in use on the company domain? 

A. Private key and root certificate 

B. Public key and expired certificate 

C. Private key and self-signed certificate 

D. Public key and wildcard certificate 

Correct Answer: C 

A self-signed certificate is a certificate that is signed by its own private key rather than by a trusted certificate authority
(CA). This means that the authenticity of the certificate relies solely on the issuer\\'s own authority. If a spoofed identity
was 

detected, it could indicate that a private key associated with a self-signed certificate was compromised. Self-signed
certificates are often used internally within organizations, but they carry higher risks since they are not validated by a
third-

party CA, making them more susceptible to spoofing. 

References: CompTIA Security+ SY0-701 study materials, particularly the domains discussing Public Key Infrastructure
(PKI) and certificate management. 

 

QUESTION 2

An enterprise is trying to limit outbound DNS traffic originating from its internal network. Outbound DNS requests will
only be allowed from one device with the IP address 10.50.10.25. Which of the following firewall ACLs will accomplish
this goal? 

A. Access list outbound permit 0.0.0.0/0 0.0.0.0/0 port 53 Access list outbound deny 10.50.10.25/32 0.0.0.0/0 port 53 

B. Access list outbound permit 0.0.0.0/0 10.50.10.25/32 port 53 Access list outbound deny 0.0.0.0/0 0.0.0.0/0 port 53 

C. Access list outbound permit 0.0.0.0/0 0.0.0.0/0 port 53 Access list outbound deny 0.0.0.0/0 10.50.10.25/32 port 53 

D. Access list outbound permit 10.50.10.25/32 0.0.0.0/0 port 53 Access list outbound deny 0.0.0.0/0 0.0.0.0/0 port 53 

Correct Answer: D 

A firewall ACL (access control list) is a set of rules that determines which traffic is allowed or denied by the firewall. The
rules are processed in order, from top to bottom, until a match is found. The syntax of a firewall ACL rule is: 

Access list  

To limit outbound DNS traffic originating from the internal network, the firewall ACL should allow only the device with the
IP address 10.50.10.25 to send DNS requests to any destination on port 53, and deny all other outbound traffic on port 

53. The correct firewall ACL is: 

SY0-701 PDF Dumps | SY0-701 Study Guide | SY0-701 Braindumps                                2 / 4

https://www.geekcert.com/sy0-701.html
https://www.geekcert.com/sy0-701.html
https://www.geekcert.com/sy0-701.html


https://www.geekcert.com/sy0-701.html
2024 Latest geekcert SY0-701 PDF and VCE dumps Download

Access list outbound permit 10.50.10.25/32 0.0.0.0/0 port 53 Access list outbound deny 0.0.0.0/0 0.0.0.0/0 port 53 

The first rule permits outbound traffic from the source address 10.50.10.25/32 (a single host) to any destination address
(0.0.0.0/0) on port 53 (DNS). The second rule denies all other outbound traffic on port 532. 

References: CompTIA Security+ Certification Kit: Exam SY0-701, 7th Edition, Chapter 4, page 175. 

 

QUESTION 3

Which of the following is the most likely outcome if a large bank fails an internal PCI DSS compliance assessment? 

A. Fines 

B. Audit findings 

C. Sanctions 

D. Reputation damage 

Correct Answer: B 

 

QUESTION 4

A company purchased cyber insurance to address items listed on the risk register. Which of the following strategies
does this represent? 

A. Accept 

B. Transfer 

C. Mitigate 

D. Avoid 

Correct Answer: B 

Cyber insurance is a type of insurance that covers the financial losses and liabilities that result from cyberattacks, such
as data breaches, ransomware, denial-of- service, phishing, or malware. Cyber insurance can help a company recover
from the costs of restoring data, repairing systems, paying ransoms, compensating customers, or facing legal actions.
Cyber insurance is one of the possible strategies that a company can use to address the items listed on the risk register.
A risk register is a document that records the identified risks, their probability, impact, and mitigation strategies for a
project or an organization. The four common risk mitigation strategies are: Accept: The company acknowledges the risk
and decides to accept the consequences without taking any action to reduce or eliminate the risk. This strategy is
usually chosen when the risk is low or the cost of mitigation is too high. Transfer: The company transfers the risk to a
third party, such as an insurance company, a vendor, or a partner. This strategy is usually chosen when the risk is high
or the company lacks the resources or expertise to handle the risk. Mitigate: The company implements controls or
measures to reduce the likelihood or impact of the risk. This strategy is usually chosen when the risk is moderate or the
cost of mitigation is reasonable. Avoid: The company eliminates the risk by changing the scope, plan, or design of the
project or the organization. This strategy is usually chosen when the risk is unacceptable or the cost of mitigation is too
high. By purchasing cyber insurance, the company is transferring the risk to the insurance company, which will cover the
financial losses and liabilities in case of a cyberattack. Therefore, the correct answer is B. Transfer. 

References: CompTIA Security+ Study Guide (SY0-701), Chapter 8: Governance, Risk, and Compliance, page 377.
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Professor Messer\\'s CompTIA SY0-701 Security+ Training Course, Section 8.1: Risk Management, video: Risk
Mitigation Strategies (5:37). 

 

QUESTION 5

A company wants to reduce the time and expense associated with code deployment. Which of the following
technologies should the company utilize? 

A. Serverless architecture 

B. Thin clients 

C. Private cloud 

D. Virtual machines 

Correct Answer: A 

Serverless architecture allows companies to deploy code without managing the underlying infrastructure. This approach
significantly reduces the time and expense involved in code deployment because developers can focus solely on
writing 

code, while the cloud provider manages the servers, scaling, and maintenance. Serverless computing also enables
automatic scaling and pay-per-execution billing, which further optimizes costs. 

References: 

CompTIA Security+ SY0-701 Course Content: The course covers cloud technologies, including serverless architectures,
which are highlighted as a method to streamline and reduce costs associated with code deployment. 
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