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QUESTION 1

Which of the following Linux server roles should be installed to monitor and log local web traffic? 

A. Proxy server 

B. AAA server 

C. SSH server 

D. HTTP server 

E. Name server 

Correct Answer: A 

 

QUESTION 2

A Linux administrator needs the "tech" account to have the option to run elevated commands as root. Which of the
following commands would BEST meet this goal? 

A. $ su - tech -c "/bin/bash" 

B. # usermod -aG wheel tech 

C. # sudo -i tech 

D. # groupadd -u tech -g root 

Correct Answer: B 

 

QUESTION 3

A systems administrator needs to connect to a remote Linux machine to run system updates from within a graphical
interface. Which of the following should the administrator use? 

A. MATE 

B. Wayland 

C. VNC 

D. Unity 

Correct Answer: C 

 

QUESTION 4

Joe, a user, creates a short shell script, shortscript.sh, and saves it in his home directory with default permissions and
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paths. He then attempts to run the script by typing ./shortscript.sh, but the command fails to execute. 

Which of the following commands would have allowed the script to run? 

A. chmod u+x shortscript.sh 

B. source ./shortscript.sh 

C. chmod 155 ~/shortscript.sh 

D. chgrp shortscript.sh Joe 

Correct Answer: A 

 

QUESTION 5

An administrator is trying to access a server in a cloud via SSH but is unable to log in. The administrator determines the
company\\'s IP address has been blocklisted on the server. Which of the following should the administrator do to
prevent being blocked in the future? 

A. Add the company\\'s TLS certificate to the authorized_keys and known_hosts files. 

B. Modify the cloud provider security rules to allow all connectors form the company\\'s IP address. 

C. Add the company\\'s IP address from the /etc/hosts.allow. 

D. Turn on SELinux and enable the SSH context. 

Correct Answer: C 
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