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QUESTION 1

A Linux administrator\\'s account has the following privileges: 

The administrator tried to install the vim package and received the following output: 

Which of the following is the BEST solution to resolve this issue? 

A. Install the python2 package as root on the operating system 

B. Execute sed -i "s/NOEXEC/EXEC/g" /etc/sudoers.d/admin as root 

C. Execute groupmod -a -G wheel admin as root 

D. Execute sudo chmod 755 /usr/bin/yum 

Correct Answer: B 

 

 

QUESTION 2

SIMULATION 

A junior system administrator had trouble installing and running an Apache web server on a Linux server. You have
been tasked with installing the Apache web server on the Linux server and resolving the issue that prevented the junior 

administrator from running Apache. 

INSTRUCTIONS 

Install Apache and start the service. Verify that the Apache service is running with the defaults. 

Typing "help" in the terminal will show a list of relevant commands. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 
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CentOS Command Prompt 

A. See explanation below 

Correct Answer: A 
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QUESTION 3

Which of the following servers provides encrypted tunnel SOCKS services? 

A. SNMP 

B. VPN 

C. CA 

D. SSH 

Correct Answer: D 

 

QUESTION 4

Users in the payroll department are not configured to use DNS due to security concerns. The users ask the junior Linux
administrator to configure their workstations to access the payroll server at 192.168.204.11 by the name "Payroll".
Which of the following commands should the administrator issue to meet this request? 
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A. echo "nameserver 192.168.204.11 #Payroll" >> /etc/resolv.conf 

B. echo "net.ipv4.ip_dynaddr=192.168.204.11 Payroll" >> /etc/sysctl.conf 

C. echo "192.168.204.11 Payroll" >> /etc/hosts 

D. echo `IPADDR="192.168.204.11" #Payroll\\' >> /etc/network/interface 

Correct Answer: C 

 

QUESTION 5

A Linux administrator needs to back up files from a user\\'s home directory to a remote server. The administrator copied
the files last week but must ensure any files created or modified since then are added. 

Which of the following is the BEST command for the administrator to use? 

A. scp -r /home/user99/* admin@backup.myip.xio:/backups/user99/ 

B. rsync -r /home/user99 admin@backup.myip.xio:/backups 

C. cp -rf /home/user99/* /mnt/backups/user99/ 

D. sftp -b /home/user99/* admin@backup.myip.xio:/backups 

Correct Answer: B 
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