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QUESTION 1

Scenario: A Citrix Engineer has enabled learning on Application Firewall for all the Security checks on a basic profile
that is configured in a production environment. However, after a few hours, the Application Firewall has stopped learning
new data.

What is causing the issue?

A. The learning database is limited to 20 MB in size and needs a reset.

B. Application Firewall learning can only be enabled for an advanced profile.

C. Application Firewall learning should only be enabled on Start URL.

D. All the Security checks CANNOT be enabled simultaneously.

Correct Answer: A

QUESTION 2

How can a Citrix Engineer configure a specific LDAP attribute in the nFactor implementation?
A. Specify the attribute in the LDAP server attributes field.

B. Change the order of the policies.

C. Add the attribute on the nFactor traffic policy.

D. Change the login schema and add the new attribute.

Correct Answer: D

QUESTION 3

Which reason can cause fail over in a NetScaler Management and Analytics System (NMAS) High Availability pair?
A. A secondary server loses connectivity in the LAN.

B. The engineer manually forces the secondary server to shut down.

C. A primary server encounters a critical software issue.

D. A primary server does NOT receive the SNMP traps from the instances connected.

Correct Answer: C

QUESTION 4
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Scenario: A Citrix Engineer has enabled Security insight and Web insight on NetScaler Management and Analytics
System (NMAS). The engineer is NOT able to see data under the Analytics on NMAS, in spite of

seeing hits on the APPFLOW policy.

Which log should the engineer check on NMAS to ensure that the information is sent from NetScaler?
A. mps_afanalytics.log

B. mps_perf.log

C. mps_afdecoder.log

D. nstriton.log

Correct Answer: C

QUESTION 5

Which NetScaler Management Analytics System (NMAS) feature can the Citrix Engineer use to convert configuration
tasks performed using the GUI to CLI commands?

A. Master Configuration
B. Inbuilt Template

C. Record-and-Play

D. Configuration Template

Correct Answer: C

QUESTION 6

Which is a single-digit rating system that indicates the criticalness of attacks on the application, regardless of whether or
NOT the application is protected by a NetScaler appliance?

A. App Store

B. Safety Index
C. Threat Index
D. Transactions

Correct Answer: C
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QUESTION 7

Scenario: A Citrix Engineer has configured Security Insight on NetScaler Management and Analytics System (NMAS)
with Firmware version 12.0.41.16 to monitor the Application Firewall.

The NetScaler ADC is running version 12.0.51.24 using Enterprise License with Application Firewall only License.
However, after enabling Security insight, the engineer is NOT able to see any data under security insight.

What is causing this issue?

A. NetScaler should have a Standard License.

B. The NMAS version should be higher or equivalent to the NetScaler version.
C. NetScaler should have a Platinum license.

D. NMAS should be on Platinum license.

Correct Answer: B

QUESTION 8

A Citrix Engineer needs to ensure that clients always receive a fresh answer from the integrated cache for positive
responses (response of 200).

Which two settings can the engineer configure to make sure that clients receive a fresh response when it is needed?
(Choose two.)

A. —flashCache NO

B. —pollEveryTime YES
C. —prefetch YES

D. —quickAbortSize

Correct Answer: AB

QUESTION 9

A Citrix Engineer needs to configure Relaxation Rules using the learned data for SQL Injection.
Which setting can the engineer enable in order to avoid false-positive learned rules?

A. Increase database size for Learned data.

B. Decrease Minthreshold value to Default in Learning settings.

C. Increase Minthreshold value in Learning settings.
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D. Remove all unreviewed data from Learning settings.

Correct Answer: D

QUESTION 10

The NetScaler processes HTTP/2 web client connections to the backend web servers by . (Choose the
correct option to complete the sentence.)

A. Converting the HTTP/2 headers to HTTP/1.1 headers and forwarding them to the web servers.
B. Dropping HTTP/2 requests as it is NOT supported by web servers.

C. Passing- through all HTTP/2 traffic to the web servers.

D. Converting HTTP/2 to HTTP 0.9 and forwarding the packets to the web servers.

Correct Answer: A

QUESTION 11

Scenario: A Citrix Engineer discovers a security vulnerability in one of its websites. The engineer takes a header trace
and checks the Application Firewall logs.

The following was found in part of the logs:

method=GET request = http://my.companysite.net/FFC/sc11.html msg=URL length (39) is greater than maximum
allowed (20).cn1=707 cn2=402 csl=owa_profile cs2=PPEO cs3=kW49GcKbnwKByBYi3 +jeNzfgWa80000 cs4=ALERT
€s5=2015

Which type of Application Firewall security check can the engineer configure to block this type of attack?

A. Buffer Overflow

B. Start URL

C. Cross-site Scripting

D. Cookie Consistency

Correct Answer: C

QUESTION 12
Scenario: A Citrix Engineer needs to configure an external SNMP server in a High Availability setup. The engineer
configured the load-balancing virtual server to access the NetScaler Management and Analytics System (NMAS) HA

pair.

Which IP address will be configured on the external SNMP Manager to add the NMAS devices?
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A. IP Address of the LB VIP

B. IP Address of the Primary node

C. IP Address of the active mode

D. IP Address of both the NMAS nodes

Correct Answer: D

QUESTION 13

A Citrix Engineer needs to deploy the NetScaler Management and Analytics System (NMAS) in their company
environment to ensure that NMAS provides uninterrupted operation in all situations.

Which deployment type can meet this requirement?
A. Active-Active High Availability Mode

B. Single-Server Deployment Mode

C. NMAS integrated with Director mode

D. Active-Passive High Availability Mode

Correct Answer: A

QUESTION 14

A Citrix Engineer needs to configure an AppQoE action to deliver content from an alternate service. Which three
parameters should the engineer configure to meet this requirement? (Choose three.)

A. TCP Profile

B. Header Name

C. Action Type

D. Maximum Connections
E. Alternate Content Path

Correct Answer: BCD

QUESTION 15

A Citrix Engineer needs to implement a rate limiting policy to permit an average of one request in 40 ms using
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NetScaler.

Which Limit Identifier will meet this requirement?

A. adds ns limitldentifier limit_req-threshold 40 —-mode CONNECTION

B. set limitidentifier limit_req —mode request_rate —timeslice 2000 —Threshold 50 —limitType smooth
C. add ns limitldentifier limit_req —threshold 1 -mode CONNECTION

D. set limitidentifier limit_req —mode request_rate —timeslice 2000 —Threshold 50 —limitType Bursty

Correct Answer: B
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