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QUESTION 1

A Citrix Engineer reviews the App Dashboard and notices that three of the monitored applications have an App Score of
less than 50. 

The engineer can interpret the App Score as a metric of application. (Choose the correct option to complete the
sentence.) 

A. security, with a lower score indicating better security 

B. performance and availability, with a higher score indicating better health 

C. performance and availability, with a lower score indicating better health 

D. security, with a higher score indicating better security 

Correct Answer: B 

 

QUESTION 2

A Citrix Engineer needs to create a configuration job to clone a configuration from an existing Citrix ADC to a new Citrix
ADC. 

Which configuration source can the engineer use to accomplish this? 

A. Master Configuration 

B. Inbuilt Template 

C. Instance 

D. Configuration Template 

Correct Answer: C 

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management- software/current-release/
stylebooks/migrate-citirx-adc-application-configuration-using- stylebooks.html 

 

QUESTION 3

Scenario: A Citrix Engineer is implementing Integrated Caching to increase performance of a web application. The
Application Engineer replaces a small logo on the main page with a new one. Later on, when the engineer attempts to
access the page, the old logo is displayed. Which enabled setting in the Content Group would cause this to happen? 

A. Ignore browser\\'s reload request 

B. Do not cache--if size exceeds 500 KB 

C. Expire content after 60 seconds 

D. Do not cache--if hits are less than 1 
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Correct Answer: A 

 

QUESTION 4

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates
the authentication policies and binds the policies to the appropriate bind points. The engineer creates a custom form
using Notepad++ to format the page which will capture the user\\'s credentials. 

What is the first step the engineer must perform to assign this form to the authentication process? 

A. Create a login schema policy and bind it to the authentication virtual server. 

B. Bind the authentication policy to the primary authentication bank of the Citrix Gateway 

C. Create a login schema profile and select the uploaded file. 

D. Create an authentication policy label and bind it to an authentication policy. 

Correct Answer: B 

 

QUESTION 5

Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQoE) to protect a web application.
Shortly after that, users call to complain that nearly every request is being met with a Captcha. 

What can the engineer do to improve the user experience? 

A. Disable the Captcha. 

B. Increase the DOS Attack Threshold. 

C. Increase the Policy Queue Depth. 

D. Increase the Session Life. 

Correct Answer: B 

 

QUESTION 6

What is required for Implementing to the Citrix Application Delivery Management (ADM) Service? 

A. Citrix Hypervisor 

B. Citrix Cloud subscription 

C. Citrix Virtual Apps and Desktops 

D. Citrix ADC Instances 

Correct Answer: B 
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QUESTION 7

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates
the authentication policies and binds the policies to the appropriate bind points. The engineer creates a custom form
using Notepad++ to format the page which will capture the user\\'s credentials. 

To which folder on the Citrix ADC will the engineer need to upload this form? 

A. /flash/nsconfig/loginschema/LoginSchema 

B. /var/netscaler 

C. /flash/nsconfig/loginschema 

D. /var 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/system/authentication- andauthorization-for- system-
user/two-factor-authentication-for-system-users-and- external-users.html 

 

QUESTION 8

Scenario: A Citrix Engineer wants to use Citrix Application Delivery Management (ADM) to monitor a single Citrix ADC
VPX with eight web applications and one Citrix Gateway. It is important that the collected data be protected. 

Which deployment will satisfy the requirements? 

A. A single Citrix ADM with database replication to a secondary storage repository. 

B. A pair of Citrix ADM virtual appliances configured for High Availability. 

C. A single Citrix ADM imported onto the same hypervisor as the Citrix ADC VPX. 

D. A pair of Citrix ADM virtual appliances, each working independently. 

Correct Answer: B 

 

QUESTION 9

Which Citrix Application Delivery Management (ADtv1) Analytics page allows a Citrix Engineer to monitor Citrix Virtual
Apps and Desktop traffic? 

A. Web Insight 

B. WAN Insight 

C. HDX Insight 

D. Gateway Insight 
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Correct Answer: C 

 

QUESTION 10

Which variable will display the client\\'s source IP address when added to an HTML Error Object page? 

A. $ 

B. ${CUENT.IPSRC} 

C. $(CLIENT.1P.SRC) 

D. $[CLIENT.IP.SRC] 

Correct Answer: B 

 

QUESTION 11

Scenario: A Citrix Engineer implements Application-level Quality of Experience (AppQoE) to protect a web application.
The engineer configures the AppQoE action to deliver a custom response from a backup server once the maximum
number of concurrent connection is reached. 

To achieve this, the engineer should set the Acton Type to________and specify the_______. (Choose the correct
option to complete the sentence.) 

A. NS; Alternate Content Server Name 

B. ACS; Custom File 

C. ACS; Alternate Content Server Name 

D. NS; Custom File 

Correct Answer: C 

 

QUESTION 12

Scenario: A Citrix Engineer configures Citrix Web App Firewall to protect an application. Upon reviewing the log files,
the engineer notices a pattern of forceful browsing toward the configuration page for the application. To protect against
this, the engineer enforces Start URL and enables Enforce URL Closure. 

What is the effect of enforcing Start URL and enabling Enforce URL Closure on the application? 

A. Access to the path /config.aspx is unblocked when a user clicks a referring link elsewhere on the website. 

B. Non-administrative users are blocked from the path /config.aspx. Administrative users are permitted to the path
/config.aspx. 

C. External users are blocked from the path /config.aspx. 

Internal users are permitted to the path /config.aspx. 
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D. Access to the path /config.aspx is blocked. 

Correct Answer: A 

 

QUESTION 13

A Citrix Engineer is reviewing the log files for a sensitive web application and notices that someone accessed the
application using the engineer\\'s credentials while the engineer was out of the office for an extended period of time. 

Which production can the engineer implement to protect against this vulnerability? 

A. Deny URL 

B. Buffer Overflow 

C. Form Field Consistency 

D. Cookie Consistency 

Correct Answer: D 

 

QUESTION 14

Which Citrix Web App Firewall profile setting can a Citrix Engineer implement to remove non-essential content from web
files to improve response time? 

A. Strip HTML Comments 

B. Exclude Uploaded Files from Security Checks 

C. Enable Form Tagging 

D. Exempt Closure URLs from Security Checks 

Correct Answer: A 

 

QUESTION 15

Scenario: A Citrix Engineer has established protections for web applications using Citrix Web App Firewall. One of the
application owners is concerned that some negative traffic is passing through to the application servers. The owner
wants confirmation that Citrix Web App Firewall is blocking negative traffic. Which CLI command can the engineer use
to display statistics on a per-protection basis for the enabled protections? 

A. stat appfw policyjabel  

B. stat appfw policy  

C. stat appfw profile  

D. stat appfw signature  
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Correct Answer: C 
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