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QUESTION 1

Which statement best describes MAC authentication? 

A. The MAC address is used in place of the username in the EAP certificate exchange. 

B. If WEP is used as a key cipher, the MAC address may be used in the key hash. 

C. The MAC address can be spoofed, so it is insecure. 

D. Users will not be able to connect unless some form of encryption is also used. 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit. You have been asked to troubleshoot why VTP is not distributing new VLANs to a VTP client
switch. Which option is the most likely root cause of this VTP problem? 

A. The VTP password is not set to level 15 on the client switch. 

B. The VTP password encryption level is not set on the client switch. 

C. The VTP encryption level does not match on the client switch. 

D. The VTP password is incorrect on the client switch. 

E. The client switch is set to transparent mode. Which ignores VLAN configuration updates from VTP servers. 

Correct Answer: D 

From: 

Each sw, and issue the command: 

No vtp password 
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https://www.packet6.com/configuring-vtp-on-cisco-switches/ http://www.sunpenguin.net/?p=283 

 

QUESTION 3

DRAG DROP 

Drag and drop the 802.11 technology feature on the left to the related frame type and IE on the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 4

Which statement is true for Cisco Virtual Wireless LAN Controllers? 

A. Simplified controller provisioning using a web browser is not supported on the vWLC. 

B. The vWLC service port can be used to enable the feature of Simplified initial (or day 0 controller provisioning setup)
for Cisco WLCs. 

C. After using the simplified setup, you must manually configure bets practices for the controller. 

D. The vWLC supports up to 10 physical ports; one for service port and the others for management/dynamic interfaces. 

Correct Answer: B 

 

QUESTION 5
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During the startup Wizard process on the Cisco 57760 WLC which two configuration are required within the
configuration dialogue to ensure basic network connectivity of the controller to the management network? (choose two) 

A. configuration of the controller Hostname 

B. configuration of the enable secret password 

C. configuration of the network time protocol server 

D. configuration of the GigabitEthernet 0/0 interface 

E. configuration of the wireless management interface 

Correct Answer: BE 

 

QUESTION 6

RX-SOP is configured for the 2.4GHz and 5 GHz radios with the value set as Low Threshold. Which two values
represent the threshold values for each band? (Choose two.) 

A. -80 dBm for 2.4 GHz 

B. -82 dBm for 2.4 GHz 

C. -85 dBm for 2.4 GHz 

D. -80 dBm for 5 GHz 

E. -82 dBm for 5 GHz 

F. -85 dBm for 5 GHz 

Correct Answer: CD 

 

 

QUESTION 7

Which statement about deploying web authentication within a Cisco Unified (AireOS controllers) wireless solution is
true? 

A. When configuring Layer3 security, the controller forwards DNS traffic to and from wireless clients prior to
authentication in absence of an explicit deny rule for DNS traffic in the pre-auth ACL. 

B. When doing local web authentication, the user must obtain an IP address and must be able to resolve the WLC
hostname. 

C. When configuring a WLAN for local web authentication you must configure a pre-auth ACL to allow DNS traffic. 

D. When configring a WLAN for local web authentication you must use the WLC login page. 

Correct Answer: D 
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QUESTION 8

Which statement about the integration of ISE with Cisco Prime Infrastructure version 2.2 is true? 

A. Cisco Prime Infrastructure can display ISE profiling attributes for authenticated and un authenticated clients. 

B. Cisco Prime Infrastructure can collect client authentication details from up to three configured ISE servers. 

C. ISE can be added to Cisco Prime Infrastructure only using user credentials of admin user configured locally on ISE 

D. When two instances of ISE are added to Cisco Prime Infrastructure. One must be working in secondary mode. 

Correct Answer: D 
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QUESTION 9

You have configured VideoStream on a Cisco WLC and users are now viewing the company video broadcast over the
wireless network. How can you verify you have VideoStream configured and working in the Cisco WLC GUI? 

A. The Multicast Status shows "Normal Multicast" in the Multicast Group Details. 

B. The Multicast Status shows "MediaStream Ongoing" in the Client detail page. 

C. The Multicast Status shows "Multicast-direct Allowed" in the Multicast Group Details. 

D. The Multicast Status shows "MediaStream Allowed" in the Multicast Group Details. 

Correct Answer: C 

 

QUESTION 10

Refer to the exhibit. 
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What happen if a new MAC address is learned on fast Ethernet 5/1? 

A. The port goes into error-disabled state 

B. The port switch state to administratively down 

C. The port forward traffic from the newly learned MAC 

D. The port remain up only traffic from the newly learned MAC is blocked 

Correct Answer: C 

 

QUESTION 11

DRAG DROP Refer to the exhibit. 
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Drag and drop steps of the 802.1x authentication process on the left to the corresponding number on the right. 

Select and Place: 

Correct Answer: 

 

 

QUESTION 12
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You have recently upgraded your autonomous AP to run the latest Cisco IOS available version, and configured it to
broadcast SSID "Test" on its 5GHz radio. You are using these basic data rates; 6 Mbps, 12 Mbps and 24 Mbps. Which
statement is true? 

A. Management and multicast frames are sent at the highest configured basic rate. 

B. Management frames are sent at the highest data rate and multicast at the lowest data rate. 

C. Management and multicast frames are sent at the lowest configured basic rate. 

D. Management frames are sent at the lowest data rate and multicast at the highest data rate. 

Correct Answer: A 

 

QUESTION 13

Which three statements about QoS handling on Cisco IOS access points are true? (Choose three.) 

A. Access points support only 802.1Q/P tagged packets. 

B. Access points carry out EDCF like queuing on the radio ingress port only. 

C. Access points carry out EDCF like queuing on the radio egress port only. 

D. Access points classify packets; they do not prioritize packets based on DSCP value. 

E. Access points do not classify packets; they prioritize packets based on DSCP value. 

F. Access points support only 802.1Q/P tagged packets and ISL encapsulation. 

Correct Answer: ACE 

 

QUESTION 14

Drag and drop the configuration steps for access point groups on the wireless LAN controller from the left into the
correct order on the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 15

Which three type of ACLs are supported by the Cisco 5760 WLC? 

A. VLAN ACLS (VLAN MAPS) 

B. Switch Port ACls 

C. Router ACLs 

D. QoS ACLs 

E. Router Port ACLs 
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F. Port ACLs 

Correct Answer: ACF 
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