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QUESTION 1

Which statement best describes MAC authentication?

A. The MAC address is used in place of the username in the EAP certificate exchange.
B. If WEP is used as a key cipher, the MAC address may be used in the key hash.

C. The MAC address can be spoofed, so it is insecure.

D. Users will not be able to connect unless some form of encryption is also used.

Correct Answer: C

QUESTION 2

*Mar 1 00:57:14.656: VTP LOG HUQH‘IME MDS5 digest failing
canculated = 5E F8 96 59 87 4F,§g 79 AC 84 A5 4E 6E C2 25 A8
transmitted = FA B3 6F EA %_;376 0558 1IE0A 07 F9 AE 05 CD D3

Refer to the exhibit. You have been asked to troubleshoot why VTP is not distributing new VLANSs to a VTP client
switch. Which option is the most likely root cause of this VTP problem?

A. The VTP password is not set to level 15 on the client switch.

B. The VTP password encryption level is not set on the client switch.

C. The VTP encryption level does not match on the client switch.

D. The VTP password is incorrect on the client switch.

E. The client switch is set to transparent mode. Which ignores VLAN configuration updates from VTP servers.
Correct Answer: D

From:

Each sw, and issue the command:

No vtp password

400-351 PDF Dumps | 400-351 VCE Dumps | 400-351 Braindumps 2/13


https://www.geekcert.com/400-351.html
https://www.geekcert.com/400-351.html
https://www.geekcert.com/400-351.html

VCE & PDF https://lwww.geekcert.com/400-351.html
2022 Latest geekcert 400-351 PDF and VCE dumps Download

GeekCert.com

Enable debugzing af WTF events ta find the exact issue. Motice the message "MDS digest

failing™

SW3#debug sw-vlan vtp events

SW3#

©9:20:80: VTP LOG RUNTIME: Summary packet received, domai acket6.c
00:20:00: VTP LOG RUNTIME: Validate TLVs : #tlvs 1 1k size 4
00:20:00: VTP LOG RUNTIME: Validate TLVs : #©8y _va len 4
00:20:20: VTP LOG RUNTIME: Summary packet re ter than domain pa

89:28:206: VTP LOG RUNTIME: Domain pa@% currently not in updatin
89:28:206: VTP LOG RUNTIME: pdu é, #tlus 1
ea:2e:08: VTP LOG RUNTI@I:EE‘I: packet received, domain = packeté.co

88:28:80: VTP L

calculated =

e
E: MDS digest failing
83 F3 BC @E B3 Ee F7 E2 E9 DO 5D @C 9D 95

transmitt 8 7A 2F €O 1E 76 81 E4 €6 9@ 23 &7 94 19 @7 3F

Let’s configure the password on SW23.

SW3a#conf t
SWa(config)#vtp password cisco
SWa(config)#end

https://lwww.packet6.com/configuring-vtp-on-cisco-switches/ http://www.sunpenguin.net/?p=283

QUESTION 3
DRAG DROP
Drag and drop the 802.11 technology feature on the left to the related frame type and IE on the right.

Select and Place:
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Block-Ack

Channel Switch Announcement

O

Power Save Frame buffering

s

RMS Information element

&

802.11h (DFS)

@fi’é

&

Traffic Indication Map

-

=

&
WPA2 + ADDBA Request/Response
Correct Answer:
Power Save Frame buffering
s
.
| @@" 802.11h (DFS)
(s
¢
f\E’-._/
©) WPA2
ad o
o
QS‘} Block-Ack

QUESTION 4

Which statement is true for Cisco Virtual Wireless LAN Controllers?

A. Simplified controller provisioning using a web browser is not supported on the vWLC.

B. The vVWLC service port can be used to enable the feature of Simplified initial (or day O controller provisioning setup)

for Cisco WLCs.

C. After using the simplified setup, you must manually configure bets practices for the controller.

D. The vWLC supports up to 10 physical ports; one for service port and the others for management/dynamic interfaces.

Correct Answer: B

QUESTION 5
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During the startup Wizard process on the Cisco 57760 WLC which two configuration are required within the
configuration dialogue to ensure basic network connectivity of the controller to the management network? (choose two)

A. configuration of the controller Hostname

B. configuration of the enable secret password

C. configuration of the network time protocol server
D. configuration of the GigabitEthernet 0/0 interface
E. configuration of the wireless management interface

Correct Answer: BE

QUESTION 6

RX-SOP is configured for the 2.4GHz and 5 GHz radios with the value set as Low Threshold. Which two values
represent the threshold values for each band? (Choose two.)

A. -80 dBm for 2.4 GHz
B. -82 dBm for 2.4 GHz
C. -85 dBm for 2.4 GHz
D. -80 dBm for 5 GHz
E. -82 dBm for 5 GHz
F. -85 dBm for 5 GHz

Correct Answer: CD

QUESTION 7

Which statement about deploying web authentication within a Cisco Unified (AireOS controllers) wireless solution is
true?

A. When configuring Layer3 security, the controller forwards DNS traffic to and from wireless clients prior to
authentication in absence of an explicit deny rule for DNS traffic in the pre-auth ACL.

B. When doing local web authentication, the user must obtain an IP address and must be able to resolve the WLC
hostname.

C. When configuring a WLAN for local web authentication you must configure a pre-auth ACL to allow DNS traffic.
D. When configring a WLAN for local web authentication you must use the WLC login page.

Correct Answer: D
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QUESTION 8

Which statement about the integration of ISE with Cisco Prime Infrastructure version 2.2 is true?

A. Cisco Prime Infrastructure can display ISE profiling attributes for authenticated and un authenticated clients.

B. Cisco Prime Infrastructure can collect client authentication details from up to three configured ISE servers.

C. ISE can be added to Cisco Prime Infrastructure only using user credentials of admin user configured locally on ISE
D. When two instances of ISE are added to Cisco Prime Infrastructure. One must be working in secondary mode.

Correct Answer: D

Getting Enhanced Client Information by Integrating with ISE

Prime Infrastruchure manages the wired and the wirelesz client . network. When Cisco 15E is oed
as a RADIUS acrver te authenticate clients, the Prine In colleets additional information
about tiese chients from Cisco [8E and provides all che of information to the Prime
Infrastucmre w be visibie in a single console.

‘When posturc profiling 15 enforced 1o the netw
posture data for the clients and displays it

profile the clients or an endpoint in the,ry
detcrnne wlhml Lypes ul clicnt il i, wleetie

%

oot managed clents using the Cisco [centify Services Engine (ISE)

rime Infrastructure talks to Cisco ISE to zet the
nother client attributes. When Cisco ISE 15 wed to
. the Prime Infraswuciure collects the profiled diaa o

i 13 aun iFlorne, 1Pml, an Aadieid Jevnee, v any viher device.

You can get enhanced informetio’
or ACS View servers. (r’ (’\]‘

If Prine Infrostroctunc 111

s cd with an ISE server to access endpoimn: information), you con:
o Check an End ptwork Session Status.

View, you can identify possible problems with the end user’s authentication and
or network avcess.

Adding an Identity Services Engine

A maximum of two ISEs can be added P‘rum Infrastructure. If you add two ISEs, one should be
primary and the ather chould be slﬁhy. When you are adding a standalona node. you can add only one
standalone node nnd cannel add o second node.
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Adding an |dentity Services Engine

A maximum of two I5Es can be added toPrime Infrastructure. If you add two [SEs, one shoold be
primary and the other should be standby. When you are adding & standalone node, you can add only one

standalone node and cannort add a second node.
To ndd an Identity Services Engine, follow these steps: (’___\II
a

S
Step | Choose Administration = Servers = [SE Servers.
Step?  Froum the Select a command drop-down list, choose A EServer, then click Gao.

Stepd  Complcte the required ficlds, then click Save. @
The credentials chould be superazer cmdnﬁ:f] T l'! ISE. Otherwise, ISE integration does not work.

%ﬁf
e

added toPrime Infrastrocture. If yoo add two [SEz, one shonld be
standby. When you are adding & siondalone node. you can odd only one

Adding an Identity Services Engi

A marimom of twa
primary and the othegish

standalone t add a second nade.
To add an rices Engine, follow these steps:
Siep1 Cho nistration > Servers > ISE Serrvers.

Slep2  From the Select a command drop=-down list. choose Add 1SE Server. then click Ga.
Btepd Complete the required fields, then click Save.
The credentials shonld be superuser credentials local to 1SE. Otherwise, 15E intczration does not work.

http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/2- 2/user/guide/pi_ug.pdf

QUESTION 9

You have configured VideoStream on a Cisco WLC and users are now viewing the company video broadcast over the
wireless network. How can you verify you have VideoStream configured and working in the Cisco WLC GUI?

A. The Multicast Status shows "Normal Multicast" in the Multicast Group Details.

B. The Multicast Status shows "MediaStream Ongoing" in the Client detail page.

C. The Multicast Status shows "Multicast-direct Allowed" in the Multicast Group Details.
D. The Multicast Status shows "MediaStream Allowed" in the Multicast Group Details.

Correct Answer: C

QUESTION 10

Refer to the exhibit.
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@ MAC Addresses: 11 @6\
MAC Addresses: 11

: 20 mins @@®
R - Inactivity °
eCUreStatic address a :

- : d: Enabled
&gunty Violation count: 0

What happen if a new MAC address is learned on fast Ethernet 5/1?

A. The port goes into error-disabled state

B. The port switch state to administratively down

C. The port forward traffic from the newly learned MAC

D. The port remain up only traffic from the newly learned MAC is blocked

Correct Answer: C

QUESTION 11

DRAG DROP Refer to the exhibit.

Network

v

(3)
o/

i
|
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Drag and drop steps of the 802.1x authentication process on the left to the corresponding number on the right.

Select and Place:

EAP Identity Reguest

EAPOL Key Sessions

O
7

EAPOL-start
9

o>

N
EAP Response - EAP Type ((%>

A

S
EAP Success&@

.
b Wi

EAP Request - EAP Type

Correct Answer:

EAP Identity Request

EAP Request - EAP Type

e N
N
@@) EAPOL-start

@@

ad o
SN
EAP Succes@
2 S

QUESTION 12

]

{

>

EAP Response - EAP Type

w@g

400-351 PDF Dumps | 400-351 VCE Dumps | 400-351 Braindumps

EAPOL Key Sessions

9/13



https://www.geekcert.com/400-351.html
https://www.geekcert.com/400-351.html
https://www.geekcert.com/400-351.html

VCE & PDF https://lwww.geekcert.com/400-351.html
2022 Latest geekcert 400-351 PDF and VCE dumps Download

GeekCert.com

You have recently upgraded your autonomous AP to run the latest Cisco 10S available version, and configured it to
broadcast SSID "Test" on its 5GHz radio. You are using these basic data rates; 6 Mbps, 12 Mbps and 24 Mbps. Which
statement is true?

A. Management and multicast frames are sent at the highest configured basic rate.

B. Management frames are sent at the highest data rate and multicast at the lowest data rate.

C. Management and multicast frames are sent at the lowest configured basic rate.

D. Management frames are sent at the lowest data rate and multicast at the highest data rate.

Correct Answer: A

QUESTION 13

Which three statements about QoS handling on Cisco IOS access points are true? (Choose three.)
A. Access points support only 802.1Q/P tagged packets.

B. Access points carry out EDCF like queuing on the radio ingress port only.

C. Access points carry out EDCF like queuing on the radio egress port only.

D. Access points classify packets; they do not prioritize packets based on DSCP value.

E. Access points do not classify packets; they prioritize packets based on DSCP value.

F. Access points support only 802.1Q/P tagged packets and ISL encapsulation.

Correct Answer: ACE

QUESTION 14

Drag and drop the configuration steps for access point groups on the wireless LAN controller from the left into the
correct order on the right.

Select and Place:
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Correct Answer:

QUESTION 15

Which three type of ACLs are supported by the Cisco 5760 WLC?
A. VLAN ACLS (VLAN MAPS)

B. Switch Port ACls

C. Router ACLs

D. QoS ACLs

E. Router Port ACLs
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F. Port ACLs

Correct Answer: ACF
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