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QUESTION 1

Refer to the exhibit.

) Configuration > Remokte Access ¥YPN = AAALocal Users = Local Users O

Create entries in the ASA local user database,

Command aukharization must be enabled in order For the user accounkt privilegesﬁnfnrced. Tao enable command autharization, go ko
Authorization,

-
AAA authentication console commands must be enabled in order For ce@a‘:cess restrictions to be enforced. To enable A4 authentication
command go to duthentication, (

Access Rest@:ts WPM Group Lock
P — 15 . - Inhetit Group Polic,., |

Username Privilege Level (Role)

-- Inherit Group Polic. .. '

manager1 2 Mo ASDMICLI managernent {
!cnntractur 15 Full -- Inherit Group Policy -- -- Inherit Group Palic, .. |
| conkrackorl z Mo ASDMJCLT new_hire -- Inherit Group Polic... |

When the user "contractor" Cisco AnyConnect tunnel is established, what type of Cisco ASA user restrictions are
applied to the tunnel?

A. full restrictions (no Cisco ASDM, no CLI, no console access)

B. full restrictions (no read, no write, no execute permissions)

C. full restrictions (CLI show commands and Cisco ASDM monitoring permissions only)
D. full access with no restrictions

Correct Answer: D

QUESTION 2

Which three statements about the FirePOWER appliance are true? (Choose three.)
A. has three platforms: 6000 Series, 7000 Series, and 8000 Series

B. supports NGIPS with contextual aware

C. scales up to 100 Gb/s IPS throughputs

D. supports advanced malware protection

E. supports application control/URL filtering

Correct Answer: BDE

QUESTION 3
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Which statement describes how users create their own (custom) application signatures with the Cisco ASA NGFW?
A. Wait for the Cisco application signatures update.

B. Add multiple applications into a new object, which can be used in policies.

C. Create rules for interesting applications that they care about, and assign an action for that rule.

D. Define applications based on URL, FQDN, user agents, IP addresses, or ports.

Correct Answer: D

QUESTION 4

Which two Cisco ASA licensing features are correct with Cisco ASA Software Version 8.3 and later? (Choose two.)
A. Identical licenses are not required on the primary and secondary Cisco ASA appliance.

B. Cisco ASA appliances configured as failover pairs disregard the time-based activation keys.

C. Time-based licenses are stackable in duration but not in capacity.

D. A time-based license completely overrides the permanent license, ignoring all permanently licensed features until the
time-based license is uninstalled.

Correct Answer: AC

QUESTION 5

You are configuring bookmarks for the clientless SSL VPN portal without the use of plug-ins. Which three bookmark
types are supported? (Choose three.)

A. RDP
B. HTTP
C.FTP
D. CIFS
E. SSH
F. Telnet

Correct Answer: BCD

QUESTION 6

Which Cisco ASA NGFW license is needed to allow a high-school security administration to implement policy to allow
student access to high-reputation sites only?
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A. AVC

B. Botnet Traffic Filtering
C. WSE

D. IPS for NGFW

E. AnyConnect Premium

Correct Answer: C

QUESTION 7

In which two form factors is PRSM available? (Choose two.)
A. Physical Appliance

B. Microsoft V-Hyper Virtual Appliance

C. VMware Virtual Appliance

D. Citrix XenServer Virtual Appliance

E. Web Services Application

Correct Answer: AC

QUESTION 8

Select and Place:

What is the selection hierzrchy to which attributes are applied to a clientless 351 WPN user? Drag and drop each aftributz policy on the left to the correct priority level within the atiribute
hierarchy on the right.

| Group policy attributes that are attached to the user profile | ‘ ,.';5{:.?9?' Highes: Priority ‘
[
'r)j\)
icy attri o
| User policy atfributes n&i’ = ‘
s
= o= (&8
| DAP attibutes ) (/9>\ ‘
P U
| Drefault group policy attributes 4{}3\/ | ‘ ‘
o
el
| Group policy attributes that are altached to the connection profile | ‘ Lowest Priority ‘

Correct Answer:
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What is the selection hierzrchy to which attributes are applied to a clientless S5L WPN user? Drag and drop each aftributz policy on the left to the correct priority level within the atribute
hierarchy on the right.

e DAP atributes

User policy attributes

Group policy attributes that are attached to the user profile

Group policy attributes that are altached to the connection profile

l Default group policy attributes

QUESTION 9

Which component determines the number of required PRMS licenses?
A. AVC seats

B. WSE seats

C. IPS for NGFW modules

D. ASAs

Correct Answer: D

QUESTION 10

The "HTTPS decryption” feature is enabled with the default settings and decryption and IPS policies have been applied
to the traffic. Which statement describes what happens when a client connects to a server with an untrusted certificate?

A. The HTTPS traffic is decrypted but not inspected by the IPS.

B. The HTTPS traffic is dropped and is not decrypted or inspected by the IPS.

C. The HTTPS traffic is decrypted, inspected by the IPS, and dropped if a threat is identified.

D. The HTTPS traffic is not decrypted but is inspected by the IPS and dropped if a threat is identified.
E. The HTTPS traffic is forwarded to the client but is not decrypted or inspected.

Correct Answer: B
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