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QUESTION 1

Which three statements correctly describe protocol inspection on the Cisco ASA adaptive security appliance? (Choose
three.)

A. The protocol inspection feature of the security appliance securely opens and closes negotiated ports and IP
addresses for legitimate client-server connections through the security appliance.

B. For the security appliance to inspect packets for signs of malicious application misuse, you must enable advanced
(application layer) protocol inspection.

C. If inspection for a protocol is notenabled, traffic for that protocol may be blocked.

D. If you want to enable inspection globally for a protocol that is not inspected by default or if you want to globally
disable inspection for a protocol, you can edit the default global policy.

Correct Answer: ACD

QUESTION 2

Which options can a clientless SSL VPN user access from a web browser without port forwarding, smart tunnels, or
browser plug-ins?

A. web-enabled applications

B. Microsoft Outlook Web Access

C. files on the network, via FTP or the CIFS protocol
D. internal websites

Correct Answer. ABCD

QUESTION 3

You work as a network security administrator for your company. Now, you are asked to configure the corporate Cisco
ASA security appliance to take the following steps on its outside interface:

--rate limit all IP traffic from telecommuting system engineers to the insidehost --drop all HTTP requests from the
Internet to the web server that have a body length greater than 1000 bytes --prevent users on network 192.168.6.0/24
from using the FTP PUT command to store .exe files on the FTP server In order to achieve this objective, which set of
Modular Policy Framework components will be included?
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A. one Layer 7 class map, one Layer 7 policy map, three Layer 3/4 class maps, one Layer 3/4 policy map
B. two Layer 7 class maps, one Layer 7 policy map, three Layer 3/4 class maps, one Layer 3/4 policy map
C. one Layer 7 class map, two Layer 7 policy maps, three Layer 3/4 class maps, one Layer 3/4 policy map
D. three Layer 7 policy maps, one Layer 3/4 class map, one Layer 3/4 policy map

Correct Answer: C

QUESTION 4

Observe the exhibit carefully. You are asked to review the configuration of the clientless SSL VPN connection profile,
which was created by a junior administrator. Which authentication method is configured in the clientless profile?

B Edit SSL ¥PN Connection Profile: clientss]

Hare:

=) Audvanced
- General :
Chiart Addressing !
| Authentication i
hiitheization Method:
| Aooounting 1
551 YPH AAS Server Group: CCAL

A. The Cisco ASA security appliance requires AAA authenticate to the external AAA server LOCAL if the remote user
does not have an identity certificate for authentication.
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B. The Cisco ASA security appliance requires a username and password if the remote user does not have an identity
certificate for authentication.

C. The Cisco ASA security appliance accepts an identity certificate or a username and password for authentication of
remote users, but not both.

D. The Cisco ASA security appliance requires both an identity certificate and username and password for authentication
of remote users.

Correct Answer: D

QUESTION 5

Reverse route injection (RRI) is the ability for static routes to be automatically inserted into the routing process for those
networks and hosts protected by a remote tunnel endpoint. These protected hosts and networks are known as remote
proxy identities. Study the following exhibit carefully. What does Reverse Route Injection enable in this configuration?
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A. The Cisco ASA security appliance will advertise its default routes to the distant end of the site- to-site VPN tunnel.
B. The Cisco ASA security appliance will advertise routes that are at the distant end of the site-to- site VPN tunnel.

C. The Cisco ASA security appliance will advertise routes that are on its side of the site-to-site VPN tunnel to the distant
end of the site-to-site VPN tunnel.

D. The Cisco ASA security appliance will advertise routes from the dynamic routing protocol that is running on the Cisco
ASA security appliance to the distant end of the site-to-site VPN tunnel.
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Correct Answer: B

QUESTION 6

Study the following exhibit carefully. You have been tasked to administrate a new Cisco ASA security appliance with a
Cisco ASA CSC-SSM. You are using the CSC Setup Wizard from within Cisco ASDM to configure the CSC-SSM for
traffic selection. In the process of the configuration of traffic selection, the CSC Setup Wizard asks If CSC card fails and
provides two options. What will each of these options do if chosen? (Choose two.)

& Specily traffic for CSC Scan

Inkesf ace: IGﬁhaHH Interfaces) _‘_'_I

Source: [W : &
Destnation:  |any :
Serwice: ftep/http, topfsmitp, tepfpop3, topfftp f |
Desootion? I:'(mdhaffrc.l o

I C5C card Fals: 1% Permit Chise

00

[ ok | coxe | nep

A. The Permit option allows traffic that is configured for CSC inspection to continue through the Cisco ASA security
appliance, if the CSC card fails.

B. The Close option allows traffic that is configured for CSC inspection to bypass the CSC if the CSC card fails.

C. The Permit option allows the Cisco ASA security appliance to apply the CSC inspection configuration through the
Cisco Modular Policy Framework, even if the CSC card fails.

D. The Close option does not allow traffic that is configured for CSC inspection to continue when the CSC card fails.

E. The Permit option allows traffic to continue to flow to the CSC for inspection, even when a hardware failure has been
detected.

F. The Close option does not allow any traffic that is traversing the Cisco ASA security appliance to continue when the
CSC card fails.

Correct Answer: AD

QUESTION 7

Which two of these choices are types of queues available on the Cisco ASA security appliance when implementing
Qo0S? (Choose two.)

A. Weighted fair queue

B. Last in first out queue
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C. Policing queue

D. Low latency queue
E. Custom queue

F. Best effort queue
G. Round robin queue

Correct Answer: DF

QUESTION 8

Refer to the following internal channels , which two can be used for communication between the Cisco ASA AIP-SSM
and the Cisco ASA security appliance? (Choose two.)

A. Control channel

B. Promiscuous channel
C. Inline channel

D. Data channel

E. Session channel

F. Command channel

Correct Answer: AD

QUESTION 9

Recently, a branch office of your company has upgraded its network by changing the network topology of the branch,
and the site-to-site VPN tunnel that runs between the branch and the corporate office has been reconfigured to perform
Reverse Route Injection to accommodate the recent change. You are performing OSPF between the corporate Cisco
ASA security appliance and routers on the internal network. Assume that the VPN configuration is correct, which step
will be taken on the corporate Cisco ASA security appliance to make sure that these new routes are visible to internal
routers running OSPF?

A. Reverse Route Injection uses RIP, so you must add a RIP process and redistribute the learned RIP routes into
OSPF.

B. Reverse Route Injection requires that you configure a new OSPF process that will add these routes to the Cisco ASA
security appliance routing table.

C. Reverse Route Injection uses static routes, so you must configure OSPF to redistribute the static routes.

D. Reverse Route Injection uses EIGRP, so you must add an EIGRP process and redistribute the learned EIGRP routes
into OSPF.

E. Reverse route injection requires that you add a static route for each branch-office network to the Cisco ASA security
appliance routing table.
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Correct Answer: C

QUESTION 10

Refer to the exhibit. The HTTP inspection map named HTTP_POLICY is applied to the partnernet interface of the
security appliance. Which of these actions does the security appliance take as a result of its configuration for HTTP
traffic that enters its partnernet interface?

Configuration > Firewall = Objects > Regular Expressions

ReguiarExpressions ——————— e e e i

Configure regular expressions for use in patern muﬂ.d'unug Regu!-u: expressions with
names starting with . deiault are default regular expressions end cannot be modified or
delated,

Name | Value | Add |
WebSener exampie] cam il =
WWehSenear? evamples com ol E
_detaull_GoTo ma:,hmeken.r

_defaull GoTo W E ol ll

Feqular Expression Classes - -
Configure regular expression classes using the reqular expressions dafined r
]

8 clase to be considered a match, only one of itz match condiions needs 1o

fore Maich Candtions
Match Type | Reguiar Expression
WebServers 0 WebSerer?
QRO WebServerl . AT

B Edit HTTP Inspect Map
hMame: HTTP_POLICY
Dascnption: |

Seeurity Leval “ Detnils

Farameters Inspedions

Urop Connectiar

A. Drops and logs HTTP request messages for which the request method is put or the request header host field
contains either the string examplel.com or the string example2.com

B. Drops and logs HTTP request messages for which the request method is put and the request header host field
contains either the string examplel.com or the string example2.com

C. Drops and logs HTTP request messages for which the request method is put and the request header host field
contains the strings examplel.com and example2.com

D. Drops and logs HTTP request messages for which the request method is put or the request header host field
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contains the strings examplel.com and example2.com

E. Drops HTTP request messages for which the request method is put, and logs HTTP request messages for which the
request header host field contains either the string examplel.com or the string example2.com

F. Logs HTTP request messages for which the request method is put, and drops HTTP request messages for which the
request header host field contains either the string examplel.com or the string example2.com

Correct Answer: B

QUESTION 11

You are a senior Cisco ASA security appliance administrator. Now, a new employee of your company asks you to help
to configure a Cisco ASA security appliance for an identity certificate to be used for IPsec VPNs. Refer to the two Cisco

ASDM configuration screens presented, which is a requirement for configuring the Cisco ASA security appliance for an
identity certificate?
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A. To retrieve an identity certificate, the Cisco ASA security appliance must have the certificate of the CA.
B. Because of the lack of a CA certificate, the administrator must import the identity certificate from a file.

C. To retrieve an identity certificate, the common name must be an FQDN.

D. The Cisco ASA security appliance doesn\\'t need to retrieve an identity certificate. It can use a self- signed identity
certificate for IPsec.
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E. To retrieve an identity certificate, a new pair of RSA keys must be created.

Correct Answer: A

QUESTION 12

While using IPsec VPN tunnels, which primary benefit is provided by digital certificates?
A. Scalability

B. Obfuscation

C. Resiliency

D. Simplification

Correct Answer: A

QUESTION 13

As the administrator of a Cisco ASA security appliance, you have been tasked to configure SSL VPNs to require digital
certificates.

Which four configuration options are available on the Cisco ASA security appliance for digital certificate management for
SSL VPNs ? (Choose four.)

A. The Cisco ASA security appliance can be configured to have a local CA that is subordinate to an external CA.

B. The subordinate local CA on the Cisco ASA security appliance can issue certificates to users who require a certificate
for their SSL VPN connections.

C. The Cisco ASA security appliance can generate a self-signed certificate to be used as its identity certificate for SSL
VPN connections.

D. The Cisco ASA security appliance can be configured to retrieve its identity certificate from an external CA.
E. The Cisco ASA security appliance can be configured as a standalone local CA.

F. The local CA on the Cisco ASA security appliance can issue certificates to users who require certificates for SSL
VPN connections.

G. An external CA must be used for SSL VPN users who require certificates for their SSL VPN connections.
H. The Cisco ASA security appliance must be configured to retrieve its identity certificate from an external CA.

Correct Answer: CDEF

QUESTION 14

Which two statements correctly describe the local user database in the security appliance? (Choose two.)
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A. You can create user accounts with or without passwords in the local database.
B. You cannot use the local database for network access authentication.

C. You can configure the security appliance to lock a user out after the user meets a configured maximum number of
failed authentication attempts.

D. The default privilege level for a new user is 15.

Correct Answer: AC

QUESTION 15

Cisco ASA 5500 Series Adaptive Security Appliances are easy-to-deploy solutions that integrate world- class firewall,
Unified Communications (voice/video) security, SSL and IPsec VPN, intrusion prevention (IPS), and content security
services in a flexible, modular product family. You are asked to configure a Cisco ASA 5505 Adaptive Security
Appliance as an Easy VPN hardware client. In the process of configuration, you defined a list of backup servers for the
security appliance to use. After several hours of being connected to the primary VPN server, the security appliance fails.
You notice that your Easy VPN hardware client has now connected to a backup server that is not defined within the
configuration of the client. Where did your Easy VPN hardware client get this backup server?

Configuration > Remote Access VPN > Easy VPN Remote

Configure this feature to enable the ASA to act as an Easy YPN Remote device. The ASA can then establish a YPN
tunnel to & Cisco YPN 3000 Concentrator, 105-based router, or Firevwad acting &5 an Easy YPN Sarver,

[¥ Enable Easy VPN Remote
Moda
&+ Cliant moda " Network extension mode

Group Settings
™ Pre-shared Key
. GeounNales _

' To configure certificates, :
Select Certificate |[cnmroasad, ... certicate chain M“ 2050

Confirm Password: fllnn

- Easy VPN Server To Ba Easy VPN m.;;)_| Mo L

192.168.28.2

Mame or [P Address: ccpemove || [192.168.48.2
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A. The backup servers that you listed were no longer available, so the Easy VPN hardware client used the list of backup
servers that it retrieved from the primary server.

B. The connection profile that was configured on the primary VPN server was pushed to your Easy VPN hardware client
and overwrote the list of backup servers that you had configured.

C. The backup servers that you listed were not configured as VPN servers, so the Easy VPN hardware client used the
list of backup servers retrieved from the primary server.

D. The group policy that was configured on the primary VPN server was pushed to your Easy VPN client and overwrote
the list of backup servers that you had configured.

Correct Answer: D
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