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QUESTION 1

Which option describes the function of the RSA Enterprise Manager?
A. Centralized reporting

B. Management of the email encryption profile

C. Management of mail policies

D. Management of quarantined messages

E. Centralized management of DLP polices, remediation, and reporting

Correct Answer: E

QUESTION 2

Membership in which sender group will cause the C-Series-to skip checking the SMTP envelope\\'s "rcpt to" field against
the RAT?

A. SUSPECTLIST
B. WHITELIST

C. RELAYLIST

D. BLACKLIST

E. UNKNOWNLIST

Correct Answer: C

QUESTION 3

A new C-160 has been delivered and needs to be configured. What subnet and C-Series interface does your laptop
need to be configured on?

A. Datal192.168.10.0/24
B. Data 2192.168.10.0/24
C. Data2192.168.42.0/24
D. Datal192.168.42.0/24

Correct Answer: D

QUESTION 4
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Which two options are default characteristics of the RSA DLP feature? (Choose two.)
A. Itis not enabled on the Cisco ESA.

B. It requires an SSL certificate to be enabled.

C. It cannot be disabled without the admin password.

D. It requires a feature key.

E. Itis a built-in feature, and it is enabled by default.

Correct Answer: AD

QUESTION 5

In the DLP Policy Manager, you have changed the "Action Applied to Messages:" from the default setting to "drop" for
those messages with critical severity. All other severity settings are left at default. What action will be applied to
messages classified at medium severity?

A. Deliver

B. Drop

C. Quarantine

D. Encrypt

Correct Answer: A

QUESTION 6

Message Body or Attachment :
Attachment File Help
Message Body
: Does the message ¢ an attachment of a filetypea
Message Size matching a specifi name or pattern based on its fingerprint
AR BRE e ERE {=imilar to a U e command)? Does the declared MIME type
of an attach match, or does the IronPort Image Analysis
attachment File Info engine F@ spect or inappropriate image?
Attachment Protection " Fa g
Subject Header &ins = | .
Other Header &File type is:
Envelope Sender I1s -] Fexecutable xl

Envelope Recipient  MIME type is:

lts =]

Receiving Listener
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Refer to the exhibit. Based on the Add Condition menu which of listed file attachments will be matched? (Choose two.)
A. A .msi attachment that has had its file extension changed to .pdf

B. A .pdf attachment that has had its file extension changed to .exe.

C. A.pdf attachment

D. A .exe attachment.

Correct Answer: BD

QUESTION 7

Which option correctly describes the encryption technologies that should be used with "TLS Preferred" Guaranteed
Secure Delivery?

A. Try to use TLS. If it fails, use envelope encryption.
B. Try envelope encryption first. If it fails, use TLS.

C. Always use envelope encryption.

D. Always use TLS. If TLS fails, bounce the message.

Correct Answer: A

QUESTION 8

Which of the following parameters are used by the Anti-Spam engine? (Choose three.)
A. The number of recipients in the RCPTTO list.

B. The characteristics of the message (random dots, multiple colors)

C. The sending mail domains reputation

D. The reputation of URLs in the message

E. Analysis of image content using optical character recognition

Correct Answer: BCD

QUESTION 9
Which command is used to enable weighted filtering in an Email Security Appliance?
A. policyconfig

B. dictionaryconfig
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C. filters

D. weightedconfig

Correct Answer: B

QUESTION 10

Add Condition

Message Body or attachment
Message Body or Attachment Help
Massage Body _
: Does the message bo ttachment ccntain text that
Message Size matches a specifie em?
attachment Content s b ;
*  Contains ‘.
attachment File Info |secred i
attachment Protection ™ codtal mart identifier:
Sukject Header outing Murnber -
Cther Header &ntains term in content dictionary:
Envelope Sender Mo contant Jictionaties are defined. Sse Mal Policies =
Dlctionsres,
Enwvelope Recipient
s Mumber of matches required: |3 {1-10007
eceiving Listener e . ;
4 For content dictionaries, tne number of matches (s basth
Remote IP term weight

Refer to the exhibit. Based on the content filter condition menu, which of the following statements is correct?

A. If the word "secret" is present in the message an action will take place.

B. If the word "secret" is present in either the message body or attachment, an action will take place.

C. If the word "secret" occurs a total of three times in either the message body or attachments, an action will take place
D. If the ABA routing number is present in either the message body or attachment, an action will take place.

Correct Answer: C

QUESTION 11

While running the system setup wizard, what are the default settings for Senderbase Network Participation and Auto
Support?

A. SBNP: on Auto Support: on

B. SBNP: on Auto Support: off
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C. SBNP: off Auto Support: off
D. SBNP: off Auto Support: on

Correct Answer: A

QUESTION 12
By default, how do Outbreak filters avoid quarantining false positives?

A. False positives do not occur as the Anti-Virus engine will check the signature against the incoming mail. Only positive
matches against the signature are quarantined for checking later on.

B. False positives are released as updates provide a better description of suspected attachment.
C. Positive matches are not quarantined. They are dropped.
D. All false positives must be quarantined until a Virus signature is received so that they can be checked.

Correct Answer: B

QUESTION 13

When accepting the default settings for the system setup wizard, which of the following are not applied to incoming
mail? (Choose two.)

A. Outbreak Filters

B. Content Filters

C. IronPort Anti-Spam

D. Message Filters

E. Host Access Table

F. Recipient Access Table
G. Anti-Virus

Correct Answer: DG

QUESTION 14

When configuring CRES, where do you enable read receipts?
A. In the encryption profile

B. In the content filter condition menu

C. In the content filter action menu
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D. In the mail policy

Correct Answer: A

QUESTION 15

Tue Mar 3 19:49:03 2009 Info: Wew SMTP ICID 3 interface Data 1 (192.168.10.102) address 192.168.
10.200 reverze dns host mail.outside.com verified wves
Tugs Mar 2 192:49:03 2002 Info: ICID 2 ACCEDT 2C SUSDQSTLIST match chro[-2.0:-1.0] EBRE -—-2.7

Tue Mar 3 19:49:03 2009 Info: Start MID 7 ICID 3

Tue Mar 3 19:49:03 2009 Info: MID 7 ICID 3 From: 1nstalltestE@Cutside. COM>

Tue Mar 3 19:49:03 20092 Info: MID 7 ICID 3 To: riaaflexchangs. bravo. con> Rejected by RAT
Tuse Mar 3 192:49:03 2009 Infe: ICID 3 lost ﬂg’

Tus Mar 3 1%:49:03 2002 Info: Msssage abo GQ'MID 7 Recelving aborted

Tue Mar 3 19:49:03 2009 Info: Message fin??hed MID 7 aborted

Tue Mar 3 19:49:03 2009 Info: ICID 3 close

=
Refer to the exhibit. You have finished installing a C-160 that is designed to filter incoming and relay outgoing mail for
the mail server exchange.bravo.com. This is a one armed installation. The incoming mail cannot be received from any
source on the internet. According to the mail log, what is the most likely problem?

A. The mail server needs to point to a private listener instead of a public listener.

B. Exchange.bravo.com needs to be configured on the RELAYLIST

C. An SMTP route needs to be configured for exchange.bravo.com

D. Exchange.bravo.com needs to be configured in the RAT

E. Exchange.bravo.com needs to be removed from the SUSPECTLIST

Correct Answer: C
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