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QUESTION 1

What is one of the reasons that customers need a Visibility and Enforcement solution?
A. Storage is moving from on-premises to cloud-based

B. Businesses can\\'t see or protect devices on their network

C. Organizations need the ability to block high-risk websites

D. Network traffic is growing at an exponential rate

Correct Answer: B

QUESTION 2

What are two solutions for Cisco Cloud Security? (Choose Two)
A. intrusion prevention

B. advanced network security

C. cloud security

D. cloud-delivered security

E. cloud data security

Correct Answer: DE

QUESTION 3

What two areas present a security challenge for customers? (Choose Two)
A. OT environments

B. Email

C. Corporate printers

D. IT departments

E. loT devices

Correct Answer: BE

QUESTION 4

What does Cisco provide via Firepower\\'s simplified, consistent management?
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A. Reduced complexity

B. Higher value

C. Improved speed to security
D. Reduced down time

Correct Answer: A

QUESTION 5

Which two areas require secure access? (Choose Two)
A. Worktable

B. Workspace

C. Workforce

D. Workloads

E. Worklow

Correct Answer: CD

QUESTION 6

Which two attack vectors are protected by Visibility and Enforcement? (Choose Two)
A. Mobile

B. Email

C. Web

D. Endpoints

E. Cloud

Correct Answer: AD

QUESTION 7

Which two attack vectors are protected by Web Security? (Choose Two)
A. Cloud

B. Data Center

C. Email
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D. Voicemail
E. Web

Correct Answer: AE

QUESTION 8

Which two loT environment layers are protected by ISE? (Choose Two)
A. Endpoints

B. Internet/Cloud

C. Things

D. Control Layer

E. Access Points

Correct Answer: BC

QUESTION 9

What are two capabilities of Cisco\\'s NGFW Identity Based Policy Control feature? (Choose Two)
A. access to multiple data layers

B. threats stopped from getting in and spreading

C. access to Trojan downloader

D. security enforced at the DNS layer

E. see and share malware details

Correct Answer: BE

QUESTION 10

Which three customer business objectives does Cisco\\'s Advanced Threat solutions address? (Choose Three)
A. Lower TCO through intelligent APl management

B. Visibility and control with a managed environment

C. Accelerated firewall implementation

D. Complete protection with holistic defense

E. Comprehensive support with flexible solutions
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F. Secure communications with advanced access

Correct Answer: BDE

QUESTION 11

What are two features of Advanced Malware Protection AMP? (Choose Two)
A. Automated Policy Management

B. File Retrospection and Trajectory

C. Dynamic Malware Analysis

D. Automatic Behavioral Authorization

E. Local Threat intelligence

Correct Answer: BC

QUESTION 12

What does remote access use to verify identity?
A. MFA

B. AMP for Endpoints

C. Remote Access VPN

D. Agents

Correct Answer: A

QUESTION 13

Which feature of StealthWatch aggregates and normalizes NetFlow data?
A. FlowCollector

B. Advanced malware protection

C. Forensic investigation

D. Netflow analytics

Correct Answer: A
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QUESTION 14

What percent of threats did ASA with FirePOWER block that earned AMP the highest security effectiveness scores in
third-party testing?

A. 95.6%
B. 99.2%
C. 98.5%
D. 100%

Correct Answer: D

QUESTION 15

What is an attribute of Cisco Talos?

A. Detection of threats communicated within 48 hours of occurrence
B. 3d party applications integrated through comprehensive APIs

C. Real-time threat information

D. Blocks threats in real time

Correct Answer: C
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