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QUESTION 1

Which of the following is true about Outbound Malware Scanning?
A. Itis configured as part of IronPort Data Security.

B. It has its own policy table.

C. Itis configured as part of Access Policies.

D. It only has global configuration

Correct Answer: C

QUESTION 2

For the WSA, HTTPS Inspection is enabled by default.
A. True

B. False

Correct Answer: B

QUESTION 3
Access Control provides Day zero revocation of access to third party sites such as Salesforce.

Correct Answer: SaaS

QUESTION 4
To bypass WBRS and AV scanning, you must set the action for the custom URL category to

Correct Answer: allow

QUESTION 5

You are configuring a WCCP service on the WSA. You must select a number, from 0-255, to distinguish this service
from other WCCP services. This number is called the Dynamic

Correct Answer: service

QUESTION 6
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Which of the following is NOT provided by AVC?
A. Deep IM control

B. Safe Search

C. Media bandwidth control

D. Web usage quotas

Correct Answer: D

QUESTION 7

For WSA SaaS Access Control, the Identity Provider is:

A. Integrated into the WSA.

B. Integrated into the Authentication Server.

C. Deployed by the SaaS service provider.

D. An ICAP server that the WSA is configured to communicate with.

Correct Answer: A

QUESTION 8

Which CLI command is used to create a W3C log?

Correct Answer: Logconfig

QUESTION 9

The WSA can generate (on-box) reports and automatically email them to specified recipients.

A. True
B. False

Correct Answer: A

QUESTION 10

Match the configuration parameter with where it is found.

Select and Place:
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| L4TM configuration

|.. - ~ Data security po@
Eﬁnhw alware Settings

cess policies

Correct Answer:

L4TM configuration

Data security pn@
G!nbw alware Settings

\ccess policies

QUESTION 11
Match the interface with the use on the WSA

Select and Place:
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Can only be configured using the CL

Used by LETM @&
Used for proxy traffic when @gﬁer uses in-band management
Used for proxy traffic the customer uses out-of-band management

ML Pl M2 P2 T1

Correct Answer:

P2 Can only be configured using the CL
T1 Used by L4TM @&
ML Used for proxy traffic when @ﬁmr usesin-band management

P1 Used for proxy traffic wie

T

M2 Never used @“

e customer uses out-of-band mansgement

QUESTION 12

When should you configure the P1 interface?

A. Whenever you have a separate management VLAN or subnetwork
B. Whenever you have an upstream proxy

C. Whenever you intend to deploy the L4TM in blocking mode

D. Whenever you want to enable the WSA proxy

Correct Answer: A

QUESTION 13
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Why does L4TM require T1 to be in promiscuous mode?
A. To transmit TCP resets packets

B. To process traffic not intended for its MAC address
C. To receive Ethernet broadcasts

D. To bind with other promiscuous mode ports

Correct Answer: B

QUESTION 14
Match the log file with its role in troubleshooting.

Select and Place:

May be used to troubleshoot LATH

ks ba uead te treublachast #@é@lhn manifeet carvar

L

May be used to troubles --.'f{ policy configurationissues

May be used to
<
o
Yaimoriogs updater_logs

accesslogs proxylogs

oot WCCP

Correct Answer:

t_ra'l'miﬂn;; May be used to troubleshoot LATH

accaccloge Moy be ucad to troublachoot #@@hn manifcet corvar

o
o

updater_Iogs May be used to troubles @; wolicy configurationissues

proxyiogs  May be used to trg *-.'J*-c-,
c®

o
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QUESTION 15

What is "stream scanning"?

A. Passing scanned pieces of a download to the client while the download is being scanned
B. Scanning multiple downloads at the same time

C. Passing scanned pieces of the file between two different Malware scanning engines
D. Scanning streaming media for malware

Correct Answer: A
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