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QUESTION 1
SIMULATION

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar.
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B 1| A Dashboard - Microsoft. X [H &

e 9 0 @ | partalazure com O I

Microsoft Azure £ Search resources, services, and docs

Dashboard v

Quickstarts + tutorials

r] Wi frtual Machines (2

I provision Windows Server, SQL Server, SarePoint Vs

m Linux Virtual Machines.
Provision Ubunt, Red Hat Cent0s, SUSE. Core05 VW

FoS  App Service &2
Coeste Web Ao0s usng NET, 18w, Nooes Pytnon, 74

Functions 2

Frocess events Wi » serveness code pCETE

SQL Database &

Home Create storage account

Create storage account

&/ Validation passed

Basics Advanced Tags Review + create

BASKS
Subscription Microsoft AZ-100 5
rce group corpdatalodT523690
EastUS
corpdata523690n1

Resource manager

StorageV2 (general purpose v2)

Read-access geo-redundant storage

(RA-GRS)
Performance Standard
Access tier (default) Hot
ADVANCED
Secure transfer required Enabled
Disabled

Home > Storage accounts » Create storage account

Create storage account

ubmitting the deployment template for rescurc
7523690
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Home > Microsoft.StorageAccount-20181011170335 - Overview
Microsoft.StorageAccount-20181011170335 - Overview

Daploymment
| : t b (Chrls | = W pelete @ cancel IT) Redeplay U Refresh
<= Overview g
= Your deployment is underway
= OQutputs
Check the status of your deployment, manage resources,
B3 inputs or troubleshoot deployment issues. Pin this page to your
- dashboard to easily find it next time.
|7l Template
Deployment
@ name: Microsoft.StorageAccount-
20181011170335
Subscription: Microsoft AZ-100 5
Resource group: corpdatalod75236590
DEPLOYMENT DETAILS (Download)
Start time: 10/11/2018 5:04:06 PM
Duration: 17 seconds
Correlation ID: bd0806a4- d1bd
55eDec38f49b
'6 OPERATL.,
No resuoe
Home > Virtual machines > Cre i ne

Create a virtual machine

@ vaication failed. on is missing of not valid.

Basics * Metworking Management Guestconfig Tags Review + create
PRODUCT DETAILS
Ubuntu Server 18.04 LTS Pricing not available for this
by Canonical offering
Terms of use | Priv fi View Pricing details for more

l el information.

Standard D2s v3 Subscription credits apply @
by Microsoft lﬂﬁiﬂl USD/hr |
Terms of use | Privacy policy Pricing for other VM sizes

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the
Marketplace offering(s) listed above; (b) authorize Microsoft to bill my current payment method for the
fees associated with the offering(s), with the same billing frequency as my Azure subscription; and (c}
agree that Microsoft may share my contact, usage and transactional information with the provider(s) of
the offering(s) for support, billing and other transactional activities. Microsoft does not provide rights for
third-party offerings. See the Azure Marketplace Terms for additional details.
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When you are finished performing all the tasks, click the \\'Next\\' button.

Note that you cannot return to the lab once you click the \W'Next\\' button. Scoring occur in the background while you
complete the rest of the exam.

Overview

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste,
ability to navigate to external websites) will not be possible by design. Scoring is based on the outcome of performing
the tasks stated in the lab. In other words, it doesn\\'t matter how you accomplish the task, if you successfully perform it,
you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

To start the lab
You may start the lab by clicking the Next button.

You plan to move backup files and documents from an on-premises Windows file server to Azure Storage. The backup
files will be stored as blobs.

You need to create a storage account named corpdata7523690n2. The solution must meet the following requirements:

Ensure that the documents are accessible via drive mappings from Azure virtual machines that run Windows Server
2016.

Provide the highest possible redundancy for the documents.
Minimize storage access costs.

What should you do from the Azure portal?

Correct Answer:

Step 1: In the Azure portal, click All services. In the list of resources, type Storage Accounts. As you begin typing, the list
filters based on your input. Select Storage Accounts.

Step 2: On the Storage Accounts window that appears, choose Add.
Step 3: Select the subscription in which to create the storage account.

Step 4: Under the Resource group field, select Create New. Create a new Resource
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Home > Create storage account

Create storage account X

Basics Advanced Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and redundant.
Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure Tables, The cost of
your storage account depends on the usage and the options you choose below. Learn more

PROJECT DETAILS

Select the subscription to manage deployed resources and costs, Use resource groups like folders t a.and manage all your

rEsOUICES. @
* Subscription

. <your-subscription: N '
- * Resource group sample-resource-group N
Create new .-’("
Y \_/ﬂ
IMSTAMCE DETAILS \/
; A reso is a container that holds related :
The c_iefault deployment ml_::-l:lei is Resource Ma Amrcs A rarecnoliiion: ploy using the
classic deployment model instead, Choose cla
> (& s
* Storage account name @ haie
)}f:uur-resc:urce-group o M
* Location ,_/'/ B W '
® b 1
Account kind @ | StorageV2 (general purpose v2) v
Replication @ | Locally-redundant storage (LRS) v |
Access tier [default) @ ':' Cool -.é- Hot

Step 5: Enter a name for your storage account: corpdata7523690n2
Step 6: For Account kind select: General-purpose v2 accounts (recommended for most scenarios)

General-purpose v2 accounts is recommended for most scenarios. . General-purpose v2 accounts deliver the lowest
per-gigabyte capacity prices for Azure Storage, as well as industry-competitive transaction prices.

Step 7: For replication select: Read-access geo-redundant storage (RA-GRS)

Read-access geo-redundant storage (RA-GRS) maximizes availability for your storage account. RA-GRS provides read-
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only access to the data in the secondary location, in addition to geo-replication across two regions.
References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-quickstart-create-account

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-overview

QUESTION 2
Your company has an Azure subscription named Subscriptionl.

The on-premises network contains the physical servers shown in the following table.

Name Operating OS disk size Data disk size BitLocker
system (OS) Drive
Encryption
(BitLocker)
ﬂ@ enabled
Serverl Windows Server | 200 GB 1 T@\“&’ No
2008 R2 Service ) ®
Pack 1 (5P1) :
Server Core (:) ﬂ@j
Server2 Windows Server | 1.5 ¥ |3TB No
2012R2 &5
Server3 Windows Se @Eﬂ 35TB Yes
2016 )
Serverd Window 100 GB £TB No
sz}@W
Servers at 300 GB 2TB Not available
“&m Linux
1.5
Serverf CentOS Linux 500 GB 6TB Not available
7.0

You plan to use Azure Site Recovery to migrate the on-premises servers to Subscriptionl.
You need to identify which servers can be migrated.

Which two servers should you identify? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Serverl
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B. Server2

C. Server3
D. Serverd
E. Server5
F. Server6
Correct Answer: BE

References: https://docs.microsoft.com/en-us/azure/site-recovery/vmware-physical-azure-support-matrix

QUESTION 3

You have an Azure subscription that contains a resource group named RG1. RG1 contains 100 virtual machines.
Your company has three cost centers named Manufacturing, Sales, and Finance.

You need to associate each virtual machine to a specific cost center.

What should you do?

A. Add an extension to the virtual machines.

B. Modify the inventory settings of the virtual machine.

C. Assign tags to the virtual machines.

D. Configure locks for the virtual machine.

Correct Answer: C

References: https://docs.microsoft.com/en-us/azure/billing/billing-getting-started https://docs.microsoft.com/en-
us/azure/azure-resource-manager/resource-group-using-tags

QUESTION 4
HOTSPOT

Your network contains an Active Directory domain named adatum.com and an Azure Active Directory (Azure AD) tenant
named adatum.onmicrosoft.com.

Adatum.com contains the user accounts in the following table.

Hame ber of
Userl Domain AdmiRs
User2 Schema@dmins
User3 Incoming Forest Trust Builders
Userd Reflicator
Users Enterprise Admins
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Adatum.onmicrosoft.com contains the user accounts in the following table.

Hame Role
Userd Global a:lr&ﬁﬁ%tratcrr
UserB User administrator
UserC Se administrator
UserD Service administrator

You need to implement Azure AD Connect. The solution must follow the principle of least privilege.
Which user accounts should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Adatum.com: Q |7
i \"t?
-~ fj{% User3
i \'ﬂ\_ﬂ Userd
) A
[ Users
~ {@J
c..-f\{._
Adatum.u&gh soft.com: v
ﬁﬂ% b Userd
N UserB
UserC
UserD

Correct Answer:
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Answer Area

Adatum.com: A Y
)
r{" | User2
fft:,@.l Llsers
%"t\;- J Userd
N\ Users
. l':’E} it o
-’?"‘ﬁ-‘—%
Adamm.nnmﬂbﬁﬁ soft.com: v
$8°
o > UserA
N UserB
] USE['C
UserD
Explanation:
Box 1: Userb5

In Express settings, the installation wizard asks for the following:

AD DS Enterprise Administrator credentials

Azure AD Global Administrator credentials

The AD DS Enterprise Admin account is used to configure your on-premises Active Directory. These credentials are
only used during the installation and are not used after the installation has completed. The Enterprise Admin, not the
Domain

Admin should make sure the permissions in Active Directory can be set in all domains.

Box 2: UserA

Azure AD Global Admin credentials credentials are only used during the installation and are not used after the
installation has completed. It is used to create the Azure AD Connector account used for synchronizing changes to
Azure AD. The

account also enables sync as a feature in Azure AD.

References: https://docs.microsoft.com/en-us/azure/active-directory/connect/active-directory-aadconnect-accounts-
permissions

QUESTION 5
SIMULATION

Overview
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The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste,
ability

to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are

able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

To start the lab
You may start the lab by clicking the Next button.
You plan to connect several virtual machines to the VNETO01-USEA2 virtual network.

In the Web-RGlod8095859 resource group, you need to create a virtual machine that uses the Standard_B2ms size
named Web01 that runs Windows Server 2016. Web01 must be added to an availability set.

What should you do from the Azure portal?
Correct Answer: Explanation
Step 1. Choose Create a resource in the upper left-hand corner of the Azure portal.

Step 2. In the Basics tab, under Project details, make sure the correct subscription is selected and then choose Web-
RGlod8095859 resource group
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Home > New > Create a virtual machine

Create a virtual machine

Basics Disks Networking Management Guest config

N narketplace or use your own customized image.
Complete the Basics tab then Review + create to prowsmn a virtual maf ith default parameters or review each tab for full

customization. \wj
Looking for classic VMs? Create VM from Azure Mrlrkelpldce

PROJECT DETAILS

Select the subscription to manage deployed resource sts Use resource groups like folders to organize and manage all your

resources.

* Subscription @ Pay-As-You-Go N ‘

- * Resource group @ (New) myResourceGroup v

Create new

Step 3. Under Instance details type/select: Virtual machine name: Web01 Image: Windows Server 2016 Size:
Standard_B2ms size Leave the other defaults.

INSTANCE DETAILS
* Virtual machine name @ myVM o
o,
* Region @ 0 EastUS 0 W v |
P
Availability options ‘ None " @@ v |

* Image @ Windows Datacenter v I

Browse Toges and disks

* Size @ ard D51 v2
vepu, 3.5 GB memory

Change size

Step 4. Finish the Wizard

QUESTION 6

HOTSPOT

You need to create an Azure Storage account that meets the following requirements:
Minimizes costs

Supports hot, cool, and archive blob tiers
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Provides fault tolerance if a disaster affects the Azure region where the account resides
How should you complete the command? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

o

az storage account create -g RGl -n stnra@ﬁountl

. P |
--kind AN P - -sku v
BlobStorage @w Standard_GRS
Storage £ Standard_LRS
StorageV2 " Standard_RAGRS
Premium_LRS

Correct Answer:

Answer Area

o

az storage account create -g RGl -n Stﬂraﬁ?ﬁﬁuﬂtl

: B ot -J ;
--kind AN P _-cku v
BlobStorage @w Standard_GRS
Storage : Standard_LRS
StorageV?2 @@'@ Standard_RAGRS
Premium_LRS

Box 1: StorageV2

You may only tier your object storage data to hot, cool, or archive in Blob storage and General Purpose v2 (GPv2)
accounts. General Purpose v1 (GPv1) accounts do not support tiering.

General-purpose v2 accounts deliver the lowest per-gigabyte capacity prices for Azure Storage, as well as industry-
competitive transaction prices.

Box 2: Standard_GRS
Geo-redundant storage (GRS): Cross-regional replication to protect against region-wide unavailability.
Incorrect Answers:

Locally-redundant storage (LRS): A simple, low-cost replication strategy. Data is replicated within a single storage scale
unit.
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Read-access geo-redundant storage (RA-GRS): Cross-regional replication with read access to the replica. RA-GRS
provides read-only access to the data in the secondary location, in addition to geo-replication across two regions, but is
more

expensive compared to GRS.

References:

https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy-grs

https://docs.microsoft.com/en-us/azure/storage/blobs/storage-blob-storage-tiers

QUESTION 7

You plan to deploy 20 Azure virtual machines by using an Azure Resource Manager template. The virtual machines will
run the latest version of Windows Server 2016 Datacenter by using an Azure Marketplace image.

You need to complete the storageProfile section of the template.
How should you complete the storageProfile section? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

"storageProfile":
"imageReference": {
"publisher”™: "MicrosofiM

"offer™:

https://lwww.geekcert.com/az-100.html
2022 Latest geekcert AZ-100 PDF and VCE dumps Download

{
o\

Q' v

"2016- Datacenter's ™~

..;; -

"2016-Datacenter”,

"WindowsClient",

"'Windows-Hub"

"WindowsServer
"WindowsS erqussenuaIs

"WindowsServerSemiAnnual”,

"version":"latest"”

idowsServer"

Correct Answer:
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Answer Area

"storageProfile":
"imageReference™:

"publisher": "Microsofg

"offer™:

o

¢
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{

owsServer",

L) Vv

"2016- Daracm@gu

= owaSmerSennAnnual !

—

v

"2016-Datacenter”,

"WindowsClient",

WthUW&}hb"

"WindowsServer
"WindowsS m'uEssenuaIs

"WindowsServerSemiAnnual".

"version":"latest"”

You create a virtual machine scale set named Scalel. Scalel is configured as shown in the following exhibit.
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* Instance count

* Instance size (View full pricing details) § |DS1_v2 (1 vCPU, 3.5 GB)

Deploy as low priority @

Use managed disks €

+ Show advanced settings

AUTOSCALE

[4

No

Autoscale €

* Minimum number of VMs @
* Maximum number of VMs €@

Scale out

* CPU threshold (%) @
* Number of VMs to incr,

Scale in

" CPU threshold (%) €}
* Number of VMs to decrease by €

QUESTION 8

You have an Azure subscription that contains the resources in the following table.

Hame

Type

Resource group

VNetl

Virtual network

RG2

VNet2
VNet3

Virtual network
Virtual network

RG1
RG1

NSGT

MNetwork security
group (NSG)

RG2

To which subnets can you apply NSG1?

A. the subnets on VNet2 only

B. the subnets on VNetl only

C. the subnets on VNet2 and VNet3 only

D. the subnets on VNetl, VNet2, and VNet3

E. the subnets on VNet3 only
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Correct Answer: E
All Azure resources are created in an Azure region and subscription. A resource can only be created in a virtual network

that exists in the same region and subscription as the resource. References: https://docs.microsoft.com/en-
us/azurel/virtual-network/virtual-network-vnet-plan-design-arm

QUESTION 9

A web developer creates a web application that you plan to deploy as an Azure web app. Users must enter credentials
to access the web application.

You create a new web app named WebApp1 and deploy the web application to WebApp1.

You need to disable anonymous access to WebAppl.

What should you configure?

A. Access control (IAM)

B. Advanced Tools

C. Deployment credentials

D. Authentication/Authorization

Correct Answer: D

Anonymous access is an authentication method. It allows users to establish an anonymous connection.

References: https://docs.microsoft.com/en-us/biztalk/core/guidelines-for-resolving-iis-permissions-problems

QUESTION 10

From the MFA Server blade, you open the Block/unblock users blade as shown in the exhibit.

Block/unblock users

A blocked user will not receive Multi-Factor Authentication
that user will be automatically denied. A user will remain bl
blocked. To manually unblock a user, click the "Unblgek™ action.

uests. Authentication attempts for

I_z r‘:* '/\f_z E'-\
A&
(N3
Blocked users P {%ﬁ@
l\_ l//}._.
-,"'?:.1\' °
USER Di\gjﬁ‘?} REASON DATE ACTION
$
)

AlexW(@M365x832514.OnMicrosoft.com Lost phone 06/14/2018, B:26:38 PM Unblock

What caused AlexW to be blocked?
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A. The user reported a fraud alert when prompted for additional authentication
B. The user account password expired

C. An administrator manually blocked the user

D. The user entered an incorrect PIN for time within 10 minutes

Correct Answer: A

QUESTION 11

You need to meet the user requirement for Adminl. What should you do?

A. From the Subscriptions blade, select the subscription, and then modify the Properties.

B. From the Subscriptions blade, select the subscription, and then modify the Access control (IAM) settings.
C. From the Azure Active Directory blade, modify the Properties.

D. From the Azure Active Directory blade, modify the Groups.

Correct Answer: A

Change the Service administrator for an Azure subscription

1.

Sign in to Account Center as the Account administrator.

2.

Select a subscription.

3.

On the right side, select Edit subscription details.

Scenario: Designate a new user named Adminl as the service administrator of the Azure subscription.

References: https://docs.microsoft.com/en-us/azure/billing/billing-add-change-azure-subscription-administrator

QUESTION 12

You have an Azure subscription named Subscriptionl that contains a virtual network named VNetl. VNetl is in a
resource group named RG1. Subscriptionl has a user named Userl. Userl has the following roles:

Reader
Security Admin

Security Reader
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You need to ensure that Userl can assign the Reader role for VNet1 to other users.
What should you do?

A

Assign Userl the Owner role for VNetl

B.

Assign Userl the Network Contributor role for VNetl

C.

Assign Userl the Network Contributor role for RG1

D.

Remove Userl from the Security Reader role for Subscriptionl. Assign Userl the Contributor role for RG1.
Correct Answer: A

References: https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

QUESTION 13
SIMULATION

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar.
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When you are finished performing all the tasks, click the

Correct Answer:

Explanation:

Step 1: Navigate to the rgllod7523691n1 storage account.

Step 2: Click on the settings menu called Firewalls and virtual networks.

Step 3: Ensure that you have elected to allow access from \\'Selected networks\\'.

Step 4: To grant access to an internet IP range, enter the address range of 131.107.2.0 to 131.107.2.255 (in CIDR
format) under Firewall, Address Ranges.

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security

QUESTION 14
HOTSPOT

You have an Azure Storage accounts as shown in the following exhibit.

Storage accounts
Contosd

o add iE Edit columns () Refresh =~ @ Assign Tags 0 Delete /‘(&3@
N

- F'@)

Subscriptions: All 2 selected - Don't see a subscription? Switch directories \E\*j)
)
Filter by name All subscriptions v All resource groups v All tw@f@& ~ All locations w No grouping ~
- S
QL=
3 items 9\3.:5
: @@'
NAME TYPE KIND -f'}/) URCE LOCATION SUBSCRIPTL... ACCESS T... REPLICAT....
\ \V,
- - ©
| storageaccountl Storage account Sto|aqq‘\:w‘§” ContosoRG1 EastUS Subscription1 - Read-access ge... e
£
= storageaccount2 Storage account ﬁ@bew ContosoRG1 CentralUS  Subscription1  Host Geo-redundant... nes
B storageaccount3 Storage account  BlobStorage ContosoRG1 EastUs Subscription 1 Host Locally-redund....

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic.

NOTE: Each correct selection is worth one point. Hot Area:
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Answer Area

You can use [answer choice] for Azure Table Storage. v
Storageaccountl only
‘storageaccount2 only

L]
@@Q storageaccount3 only
©

storageaccount] and storageaccount? only
Che

a

lob storage. v
storageaccounts only

storageaccount2 and storageaccount3 only
storageaccount] and storageaccount3 only

all the storage accounts

storageaccount2 and storageaccount3 anh,r

You can use [answer choice] for

Correct Answer:
Answer Area

You can use [answer choice] for Azure Table Storage. v
Storageaccountl only
‘storageaccount2 only

L]
@@;0 storageaccount3 only
© storageaccount] and storageaccount2 only
o,

7 storageaccount? and storageaccount3 anh,-
lob storage. v

storageaccount3 only

storageaccount2 and storageaccount3 only
storageaccount] and stofageaccount3 only
e waad

You can use [answer choice] for

Explanation:
Box 1: storageaccountl and storageaccount2 only
Box 2: All the storage accounts

Note: The three different storage account options are: General-purpose v2 (GPv2) accounts, General-purpose v1
(GPv1) accounts, and Blob storage accounts.

General-purpose v2 (GPv2) accounts are storage accounts that support all of the latest features for blobs, files, queues,
and tables.

Blob storage accounts support all the same block blob features as GPv2, but are limited to supporting only block blobs.
General-purpose v1 (GPv1) accounts provide access to all Azure Storage services, but may not have the latest features

or the lowest per gigabyte pricing. References: https://docs.microsoft.com/en-us/azure/storage/common/storage-
account-options

QUESTION 15
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You plan to automate the deployment of a virtual machine scale set that uses the Windows Server 2016 Datacenter
image.

You need to ensure that when the scale set virtual machines are provisioned, they have web server components
installed.

Which of following two actions should you perform? Each correct answer presents part of the solution.
NOTE Each correct selection is worth one point.

A. Create an Azure policy.

B. Upload a configuration script.

C. Create a new virtual machine scale set in the Azure portal.

D. Modify the extensionProfile section of the Azure Resource Manager template.

Correct Answer: CD
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