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QUESTION 1

SIMULATION 

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar. 
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When you are finished performing all the tasks, click the `Next\\' button. 

Note that you cannot return to the lab once you click the `Next\\' button. Scoring occur in the background while you
complete the rest of the exam. 

Overview The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment.
While most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and
paste, ability to navigate to external websites) will not be possible by design. 

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task. 

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are 

able to complete the lab(s) and all other sections of the exam in the time provided. 

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab. 

To start the lab 

You may start the lab by clicking the Next button. 

Another administrator reports that she is unable to configure a web app named corplod8548987n3 to prevent all
connections from an IP address of 11.0.0.11. 

You need to modify corplod8548987n3 to successfully prevent the connections from the IP address. The solution must
minimize Azure-related costs. 

What should you do from the Azure portal? 

Correct Answer: 

 

QUESTION 2

You download an Azure Resource Manager template based on an existing virtual machine. The template will be used to
deploy 100 virtual machines. 

You need to modify the template to reference an administrative password. You must prevent the password from being
stored in plain text. 

What should you create to store the password? 

A. an Azure Key Vault and an access policy. 

B. an Azure Storage account and an access policy. 

C. Azure Active Directory (AD) Identity Protection and an Azure policy. 

D. a Recovery Services vault and a backup policy. 

Correct Answer: A 
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QUESTION 3

You plan to deploy five virtual machines to a virtual network subnet. 

Each virtual machine will have a public IP address and a private IP address. 

Each virtual machine requires the same inbound and outbound security rules. 

What is the minimum number of network interfaces and network security groups that you require? To answer, select the
appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 4

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

A company backs up data to on-premises servers at their main facility. The company currently has 30 TB of archived
data that infrequently used. The facility has download speeds of 100 Mbps and upload speeds of 20 Mbps. 

You need to securely transfer all backups to Azure Blob Storage for long-term archival. All backup data must be sent
within seven days. 

Solution: Use the Set-AzureStorageBlobContent Azure PowerShell command to copy all backups asynchronously to
Azure Blob Storage. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5

You are developing an internal website for employee to view sensitive data. The website uses Azure Directory (AAD) for
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authentication. 

You need to implement multifactor authentication for the website. 

What should you do? Each correct answer presents part of the solution. NOTE: Each connect selection is worth one
point. 

A. Upgrade to Azure AD premium. 

B. In Azure ACL enable application pages. 

C. Configuration the website to user Azure AD BDC. 

D. In Azure AD conditional access enable the baseline policy. 

E. In Azure AD create a new conditional access policy. 

Correct Answer: CE 

 

QUESTION 6

HOTSPOT 

You have Azure Storage accounts as shown in the following exhibit. 

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Note: The three different storage account options are: General-purpose v2 (GPv2) accounts, General-purpose v1
(GPv1) accounts, and Blob storage accounts. 

General-purpose v2 (GPv2) accounts are storage accounts that support all of the latest features for blobs, files, queues,
and tables. 

Blob storage accounts support all the same block blob features as GPv2, but are limited to supporting only block blobs. 

General-purpose v1 (GPv1) accounts provide access to all Azure Storage services, but may not have the latest features
or the lowest per gigabyte pricing. 

References: 

https://docs.microsoft.com/en-us/azure/storage/common/storage-account-options 
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QUESTION 7

You need to meet the security requirements. What should you use? 

A. HTTP Strict Transport Security (HSTS) 

B. Direct Line API 

C. Multi-Factor Authentication (MFA) 

D. Bot Framework Portal 

E. Bot Framework authentication 

Correct Answer: E 

 

QUESTION 8

Which blade should you instruct the finance department auditors to use? 

A. Partner information 

B. Cost analysis 

C. Resource providers 

D. Invoices 

Correct Answer: D 

You can opt in and configure additional recipients to receive your Azure invoice in an email. This feature may not be
available for certain subscriptions such as support offers, Enterprise Agreements, or Azure in Open. 

1. Select your subscription from the Subscriptions page. Opt-in for each subscription you own. Click Invoices then Email
my invoice. 
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2. Click Opt in and accept the terms. 

Scenario: During the testing phase, auditors in the finance department must be able to review all Azure costs from the
past week. 

References: 

https://docs.microsoft.com/en-us/azure/billing/billing-download-azure-invoice-daily-usage-date 

 

QUESTION 9

HOTSPOT 

You have a virtualization environment that contains the virtualization servers in the following table. 

The virtual machines are configured as shown in the following table. 
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All the virtual machines use basic disks. VM1 is protected by using BitLocker Drive Encryption (BitLocker). 

You plan to migrate the virtual machines to Azure by using Azure Site Recovery. 

You need to identify which virtual machines can be migrated. 

Which virtual machines should you identify for each server? To answer, select the appropriate options in the answer
area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Incorrect Answers: 

VM1 cannot be migrates as it has BitLocker enabled. 

VM2 cannot be migrates as the OS disk on VM2 is larger than 2TB. 

VMC cannot be migrates as the Data disk on VMC is larger than 4TB. 
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References: 

https://docs.microsoft.com/en-us/azure/site-recovery/hyper-v-azure-support-matrix#azure-vm-requirements 

 

QUESTION 10

SIMULATION 

Click to expand each objective. To connect to the Azure portal, type https://portal.azure.com in the browser address
bar. 
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When you are finished performing all the tasks, click the `Next\\' button. 

Note that you cannot return to the lab once you click the `Next\\' button. Scoring occur in the background while you
complete the rest of the exam. 

Overview 

The following section of the exam is a lab. In this section, you will perform a set of tasks in a live environment. While
most functionality will be available to you as it would be in a live environment, some functionality (e.g., copy and paste,
ability to navigate to external websites) will not be possible by design. 

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task. 

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are 

able to complete the lab(s) and all other sections of the exam in the time provided. 

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab. 
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To start the lab 

You may start the lab by clicking the Next button. 

You plan to connect several virtual machines to the VNET01-USEA2 virtual network. 

In the Web-RGlod8322489 resource group, you need to create a virtual machine that uses the Standard_B2ms size
named Web01 that runs Windows Server 2016. Web01 must be added to an availability set. 

What should you do from the Azure portal? 

Correct Answer: 

 

QUESTION 11

You have an Azure Active Directory (Azure AD) tenant. 

You have an existing Azure AD conditional access policy named Policy1. Policy1 enforces the use of Azure AD-joined
devices when members of the Global Administrators group authenticate to Azure AD from untrusted locations. 

You need to ensure that members of the Global Administrators group will also be forced to use multi-factor
authentication when authenticating from untrusted locations. 

What should you do? 

A. From the Azure portal, modify session control of Policy1. 

B. From multi-factor authentication page, modify the user settings. 

C. From multi-factor authentication page, modify the service settings. 

D. From the Azure portal, modify grant control of Policy1. 

Correct Answer: D 

 

QUESTION 12

HOTSPOT 

Your company runs several Windows and Linux virtual machines (VMs). 

You must design a solution that implements data privacy, compliance, and data sovereignty for all storage uses in
Azure. You plan to secure all Azure storage accounts by using Role-Based Access Controls (RBAC) and Azure Active 

Directory (Azure AD). 

You need to secure the data used by the VMs. 

Which solution should you use? To answer, select the appropriate solutions in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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References: https://docs.microsoft.com/en-us/azure/security/security-storage-overview 

 

QUESTION 13

You create the following Azure role definition. 

{ 

"Name": "Role1", 

"Id": "80808080-8080-8080-8080-808080808080", 

IsCustom : false, 

"Description": "", 

"Actions" : [ 

"Microsoft.Storage/*/read", 
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"Microsoft.Network/*/read", 

"Microsoft.Compute/*/read", 

"Microsoft.Compute/virtualMachines/start/action", 

"Microsoft.Compute/virtualMachines/restart/action", 

"Microsoft.Authorization/*/read"], 

"NotActions": [], 

"DataActions": [], 

"NotDataActions": [], 

"AssignableScopes": [] 

} 

You need to create Role1 by using the role definition. 

Which two values should you modify before you create Role1? Each correct answer presents part of solution. 

NOTE: Each correct selection is worth one point. 

A. IsCustom 

B. DataActions 

C. Id 

D. AssignableScopes 

E. Description 

Correct Answer: AD 

Part of example: 

"IsCustom": true, 

"AssignableScopes": [ 

"/subscriptions/{subscriptionId1}", 

"/subscriptions/{subscriptionId2}", 

"/subscriptions/{subscriptionId3}" 

The following shows what a custom role looks like as displayed in JSON format. This custom role can be used for
monitoring and restarting virtual machines. 

{ 

"Name": "Virtual Machine Operator", 
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"Id": "88888888-8888-8888-8888-888888888888", 

"IsCustom": true, 

"Description": "Can monitor and restart virtual machines.", 

"Actions": [ 

"Microsoft.Storage/*/read", 

"Microsoft.Network/*/read", 

"Microsoft.Compute/*/read", 

"Microsoft.Compute/virtualMachines/start/action", 

"Microsoft.Compute/virtualMachines/restart/action", 

"Microsoft.Authorization/*/read", 

"Microsoft.ResourceHealth/availabilityStatuses/read", 

"Microsoft.Resources/subscriptions/resourceGroups/read", 

"Microsoft.Insights/alertRules/*", 

"Microsoft.Insights/diagnosticSettings/*", 

"Microsoft.Support/*" 

], 

"NotActions": [], 

"DataActions": [], 

"NotDataActions": [], 

"AssignableScopes": [ 

"/subscriptions/{subscriptionId1}", 

"/subscriptions/{subscriptionId2}", 

"/subscriptions/{subscriptionId3}" 

] 

} 

References: 

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles 

 

QUESTION 14
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HOTSPOT 

You have Azure subscription that contains a virtual network named VNet1. VNet1 uses an IP address space of
10.0.0.0/16 and contains the subnets in the following table. 

Subnet1 contains a virtual appliance named VM1 that operates as a router. 

You create a routing table named RT1. 

You need to route all inbound traffic to VNet1 through VM1. 

How should you configure RT1? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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QUESTION 15

You have the following resource groups: 

Developers must connect to Dev Server only through Dev Workstation. To maintain security, Dev Server must not
accept connections from the internet. You need to create a private connection between the Dev Workstation and Dev
Server. 
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Dev Workstation using their private IP addresses. 

Does the solution meet the goal? 

A. Yes 

B. NO 

Correct Answer: A 
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