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QUESTION 1

Your company network contains two Active Directory forests, with two domains configured per forest. All workstations
are domain-joined and have Windows 10 installed.

You have created a Microsoft Azure Active Directory (Azure AD) tenant in preparation for configuring Hybrid Azure AD
join for the workstations.

You want to make sure that the tenant can be discovered by the workstations.
Which of the following should you create in each forest?

A. A migration endpoint.

B. A new conditional access policy.

C. A new trust relationship.

D. A new service connection point (SCP).

Correct Answer: D

References: https://docs.microsoft.com/en-us/azure/active-directory/devices/hybrid-azuread-join-manual

QUESTION 2
SIMULATION

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few
minutes, and the wait time will not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a
live environment. While most functionality will be available to you as it would be in a live environment, some
functionality

(e.g., copy and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are

able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

You may now click next to proceed to the lab.

Lab information
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Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Microsoft 365 Username:admin@M365x981607.onmicrosoft.com

Microsoft 365 Password: *yfLo7Ir2andy-

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser
tab.

The following information is for technical support purposes only:
Lab Instance: 10811525

Your organization plans to open an office in New York, and then to add 100 users to the office. The city attribute for all
new users will be New York.

You need to ensure that all the new users in the New York office are licensed for Microsoft Office 365 automatically.
A. See explanation below.

Correct Answer: A

You need create a dynamic group based on the city attribute. You then need to assign a license to the group. User
accounts with the city attribute set to ‘New York will automatically be added to the group. Anyone who is added to the
group will automatically be assigned the license that is assigned to the group.

1.

Go to the Azure Active Directory admin center.

2.

Select Azure Active Directory then select Groups.

3.

Click on the New Group link.

4,

Give the group a name such as New York Users.

5.

Select Users as the membership type.

6.

Select ‘Add dynamic query’.

7.

Select ‘City’ in the Property drop-down box.
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Select ‘Equals’ in the Operator drop-down box.

9.

Enter ‘New York’ as the Value. You should see the following text in the Expression box: user.city -eq "New York"
10.

Click Save to create the group.

11.

In the Groups list, select the new group to open the properties page for the group.
12.

Select ‘Licenses’.

13.

Select the ‘+ Assignments’ link.

14,

Tick the box to select the license.

15.

Click the Save button to save the changes.

References: https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/licensing-groups-assign

QUESTION 3

You have a Microsoft 365 subscription that contains a Microsoft Azure Active Directory (Azure AD) tenant named
contoso.com. The tenant includes a user named Userl.

You enable Azure AD ldentity Protection.

You need to ensure that Userl can review the list in Azure AD ldentity Protection of users flagged for risk. The solution
must use the principle of least privilege.

To which role should you add User1?
A. Compliance administrator

B. Global administrator

C. Owner

D. Security administrator
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Correct Answer: D

Either one of the following three roles can review the list in Azure AD Identity Protection of users flagged for risk:
1.

Security Administrator

2.

Global Administrator

3.

Security Reader

Using the principle of least privilege, we should add Userl to the Security Administrator role.
Note:

There are several versions of this question in the exam. The question has three possible correct answers:
1.

Security Reader

2.

Security Administrator

3.

Global Administrator

Other incorrect answer options you may see on the exam include the following:

1.

Service Administrator.

2.

Reports Reader

3.

User Administrator

Reference: https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risky-sign-ins
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-risky-sign-ins

QUESTION 4

SIMULATION
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Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few
minutes, and the wait time will not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a
live environment. While most functionality will be available to you as it would be in a live environment, some functionality
(e.g., copy and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

You may now click next to proceed to the lab.

Lab information

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.

Microsoft 365 Username: admin@LODSe1211885.onmicrosoft.com
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ExamUser

Microsoft 365 Password: 0L9z0=?Ng@ox

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser
tab.

The following information is for technical support purposes only:

Lab Instance: 11098651

You need to ensure that all the users in your organization are prompted to change their password every 180 days.
To answer the question, sign in to the Microsoft 365 portal.

Correct Answer: See explanation below.

You need to configure the Password Expiration Policy.

1.

Sign in to the Microsoft 365 Admin Center.

2.

In the left navigation pane, expand the Settings section then select the Settings option.

3.
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Click on Security and Privacy.

4.

Select the Password Expiration Policy.

5.

Ensure that the checkbox labelled “Set user passwords to expire after a number of days” is ticked.
6.

Enter 180 in the “Days before passwords expire” field.

7.

Click the ‘Save changes’ button.

QUESTION 5

Your company Microsoft Azure Active Directory (Azure AD) tenant includes four users that are configured with the
Privileged role administrator, the User administrator, the Security administrator, and the Billing administrator roles
respectively.

A security group has been included in the tenant for the purpose of managing administrative accounts.

Which of the four roles can be used to add a user with the Security administrator role to the security group?

A. The Privileged role administrator role.

B. The User administrator role.

C. The Security administrator role.

D. The Billing administrator role.

Correct Answer: B

References: https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles

QUESTION 6

Your network contains an Active Directory domain.

You deploy a Microsoft Azure Active Directory (Azure AD) tenant.
Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user
accounts synchronized successfully.

You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.
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You need to ensure that the 10 user accounts are synchronized to Azure AD.
Solution: You run idfix.exe and report the 10 user accounts.

Does this meet the goal?

A. Yes

B. No

Correct Answer: B

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

QUESTION 7
SIMULATION

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few
minutes, and the wait time will not be deducted from your overall test time.

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a
live environment. While most functionality will be available to you as it would be in a live environment, some
functionality

(e.g., copy and paste, ability to navigate to external websites) will not be possible by design.

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task.

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you
are

able to complete the lab(s) and all other sections of the exam in the time provided.

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab.

You may now click next to proceed to the lab. Lab information

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Microsoft 365 Username: admin@LODSe878763.onmicrosoft.com

Microsoft 365 Password: m3t*"We$Z7andxy

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser
tab.
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The following information is for technical support purposes only:

Lab Instance: 11440873

B Microsoft
Sign in

[Email, phone, or Skype

Mo acecount? Create one!
Can't access your account?

Sign-in options

Your organization recently purchased a projector that can be moved easily between conference rooms.

You need to ensure that any user in the organization can add the projector to a Microsoft Outlook meeting request. The
solution must ensure that a user named Lee Gu must approve all meeting requests.

To answer, sign in to the Microsoft 365 portal.
Correct Answer: See explanation below.

You need to create a resource mailbox in Exchange.
1.

Go to the Exchange Admin Center.

2.

In the left navigation pane, select Recipients.

3.

Click the Resources link.

4.

Click the plus (+) icon and select ‘Equipment Mailbox’.
5.

Give the mailbox a name such as ‘Projectorl’.

6.
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Enter the name projectorl in the email address field.

7.

Click the Save button to create the equipment mailbox.

8.

In the resource mailbox list, select the new mailbox and click the Edit icon (pencil icon).
9.

Select ‘Booking Delegates’ in the menu list.

10.

Select the option, “Select delegates who can accept or decline booking requests”.
11.

Click the plus (+) icon and add Lee Gu as a delegate.

12.

Click the Save button to save the changes.

QUESTION 8

HOTSPOT

You are developing a Microsoft Teams tab.

You need to create a modal dialog to collect input from a user.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Create the dialog as: v

A bot
A .json manifest file
A webpage

An .xml file

Invoke the dialog from the Teams tab by using a JavaScript code of: W

microsoftTeams.applnitialization.notifySuccess();
microsoftTeams.tasks.startTask(taskModuleInfo);
microsoftTeams.tasks.submitTask();

window.open(“/dialog.html”,” blank”);

Correct Answer:

Create the dialog as: v

A bot
A .json manifest file
A webpage

An .xml file

Invoke the dialog from the Teams tab by using a JavaScript code of: W

microsoftTeams.applnitialization.notifySuccess();
microsoftTeams.tasks.startTask(taskModuleInfo);

microsoftTeams.tasks.submitTask();

window.open(“/dialog.html”,” blank”);
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QUESTION 9

Your network contains an Active Directory forest named contoso.local.

You have a Microsoft 365 subscription.

You plan to implement a directory synchronization solution that will use password hash synchronization.

From the Microsoft 365 admin center, you verify the contoso.com domain name.

You need to prepare the environment for the planned directory synchronization solution.

What should you do first?

A. From the public DNS zone of contoso.com, add a new mail exchanger (MX) record.

B. From Active Directory Domains and Trusts, add contoso.com as a UPN suffix.

C. From the Microsoft 365 admin center, verify the contoso.local domain name.

D. From Active Directory Users and Computers, modify the UPN suffix for all users.

Correct Answer: B

The on-premise Active Directory domain is named contoso.local. Therefore, all the domain users accounts will have a
UPN suffix of contoso.local by default. To enable directory synchronization that will use password hash synchronization,
you need to configure the domain user accounts to have the same UPN suffix as the verified domain (contoso.com in
this case). Before you can change the UPN suffix of the domain user accounts to contoso.com, you need to add

contoso.com as a UPN suffix in the domain.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-connect-userprincipalname

QUESTION 10

Your network contains an Active Directory domain named contoso.com.

You have a Microsoft 365 subscription.

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
You implement directory synchronization.

The developers at your company plan to build an app named Appl. Appl will connect to the Microsoft Graph API to
provide access to several Microsoft Office 365 services.

You need to provide the URI for the authorization endpoint that Appl must use.
What should you provide?
A. https://login.microsoftonline.com/

B. https://contoso.com/contoso.onmicrosoft.com/appl
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C. https://login.microsoftonline.com/contoso.onmicrosoft.com/

D. https://myapps.microsoft.com

Correct Answer: C

In a single tenant application, sign-in requests are sent to the tenant\\'s sign-in endpoint. For example, for
contoso.onmicrosoft.com the endpoint would be: https://login.microsoftonline.com/contoso.onmicrosoft.com. Requests

sent to a tenant\\'s endpoint can sign in users (or guests) in that tenant to applications in that tenant.

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-convert-app-to-be-multi-tenant

QUESTION 11
HOTSPOT

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the
following table.

Name Type Member of
User1 User Group1

User2 User Group1, Group2

User3 User Group1, Group2
|Userd | Guest User Group2

Userl is the owner of Groupl. User2 is the owner of Group2.

You create an access review that contains the following configurations:
1.

Users to review: Members of a group

2.

Scope: Everyone

3.

Group: Groupl, Group2

4.

Reviewers: Group owners

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Statements Yes No
User1 can review access for UserZ2. O o
User1 can review access for User3. o O
User3 can review access for User4. o o
Correct Answer:

Statements Yes No
User1 can review access for UserZ2. e] o
User1 can review access for User3. ke O
User3 can review access for User4. S O

Box 1: Yes

Userl is the owner of Groupl. User2 is in Groupl and Group2. Group owners can review access. Therefore, Userl can
review User2\\'s membership of Groupl.

Box 2: Yes

Userl is the owner of Groupl. User3 is in Groupl and Group2. Group owners can review access. Therefore, Userl can
review User3\\'s membership of Groupl.

Box 3: No

Only group owners can review access. User3 is not a group owner. Therefore, User3 cannot review membership of the
groups.

References:

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

QUESTION 12
HOTSPOT

Your network contains an on-premises Active Directory domain named contoso.com that syncs to Azure Active
Directory (Azure AD).
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You have users in contoso.com as shown in the following table.

Name Source
Userl Azure Active Directory
User2 Azure Active Directory
User3 Windows Active Directory

The users have the passwords shown in the following table.

Name Password
User1 Contoso123
User2 N3w3rTOGue33
User3 ComplexPassword33

You implement password protection as shown in the following exhibit.

Hze X

Custom smart lockout

Lockout duration in seconds @ | 120
Custom banned passwords

.

Contoso

-

Custom banned password list @

Password protection for Windows Server Active Directory

Enable password protecbon on Windows Server Active Directory @ Na
[ P e
----- o enforced (LD

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Statements Yes No

User1 must change his password at the next sign in. (o) L

O

User2 can change his password to COnt0s0_COmplex123. O

User3 can change his password to MyPasswordContoso123. (O O

Correct Answer:

Statements Yes No
User1 must change his password at the next sign in. () O
User2 can change his password to COnt0s0_COmplex123. O »
User3 can change his password to MyPasswordContoso123. ‘ O| @

Box 1: No User1\\'s password contains the banned password ‘Contoso’. However, Userl will not be required to change
his password at next sign in. When the password expires or when Userl (or an administrator) changes the password,
the password will be evaluated and will have to meet the password requirements.

Box 2: Yes Password evaluation goes through several steps including normalization and Substring matching which is
used on the normalized password to check for the user\\'s first and last name as well as the tenant name. Normalization
is the process of converting common letter substitutes into letters. For example, 0 converts to 0. $ converts to s. etc.
The next step is to identify all instances of banned passwords in the user\\'s normalized new password. Then:

1.

Each banned password that is found in a user\\'s password is given one point.

2.

Each remaining unique character is given one point.

3.

A password must be at least five (5) points for it to be accepted.

‘CONnt0sO’ becomes ‘contoso’ after normalization. Therefore, COnt0sO_COmplex123 contains one instance of the
banned password (contoso) so that equals 1 point. After ‘contoso’, there are 11 unique characters. Therefore, the

score for

‘COnt0s0_COmplex123' is 12. This is more than the required 5 points so the password is acceptable.
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Box 3:

The ‘Password protection for Windows Server Active Directory’ is in ‘Audit’ mode. This means that the password
protection rules are not applied. Audit mode is for logging policy violations before putting the password protection ‘live’

by
changing the mode to ‘enforced’.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

QUESTION 13
HOTSPOT

You have a bot named SupporrBot that is registered to the Microsoft Bot Framework and deployed to the Azure Bot
Service. The bot is configured as shown in the following table.

Attribute Value
fiame SupportBot
Arure Bot Service endpoint address https:/ '5up:}ﬂ-l'tt!ﬂf..l:hrfuf:'_-i'ut_'hﬁtt:'ﬁﬁi BfLSARES
MicrosoftAppID AT 20044 - 3036 -40¢7-91Fa-a52147HEAR02
TeamsipplD feEf@E1S-cbecl -45695-8c 25 -d76c 200 5TAR)

SupportBot provides responses to user queries in Microsoft Teams conversations.

You need to create an app manifest to deploy SupportBot to Microsoft Teams.

How should you complete the manifest? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.

Hot Area:
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scopes™t  H66f0635-chc1-4695-8c25-d76c 20056883
“needsChannd 00720900-0036-49¢7-91fe-254 14783892
https.//supportbot azurewebsites. net/apymessages

*1snorificaql personal” “groupchat’]

Correct Answer:

*ssnorificay[ personal”, “groupchat’]

QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
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a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You need to assign User2 the required roles to meet the security requirements.

Solution: From the Office 365 admin center, you assign User2 the Records Management role. From the Exchange
admin center, you assign User2 the Help Desk role.

Does this meet the goal?

A. Yes

B. No

Correct Answer: B

User2 must be able to view reports and schedule the email delivery of security and compliance reports.

The Records Management role cannot view reports or schedule the email delivery of security and compliance reports.
The Help Desk role cannot schedule the email delivery of security and compliance reports.

Reference:

https://docs.microsoft.com/en-us/exchange/permissions-exo/permissions-exo

QUESTION 15

You have a SharePoint Framework (SPFx) web part mat displays the weather. Users can set the city within the web
part. Which component is invoked to provide the users with the ability to configure the settings for the web part?

A. a custom control

B. the Application Customizer
C. alibrary component

D. the property pane

Correct Answer: D
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